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Abstract 

To prepare the polymer composites, unsaturated polyester (UPE) was used as the matrix material while BaTiO3 

(7-50 nm) was used as the dispersion material in weight proportions of (0.25, 0.75, 1.25 and 2 wt%). The results 

of this study showed the lowest and highest frequencies (50 Hz and 5 MHz) and the dielectric constant increased 

with the increase in addition rate. The dielectric constant (ε_r) also varied with the increase in the frequency of 

the applied electric field in the range of (50 Hz – 5 MHz) at room temperature. The addition rate of BaTiO3 

increased with the increase in frequency at both (50Hz) and (5MHz) while the dielectric loss factor decreased 

with the increase in the frequency of the electric field applied to the fabricated insulating material. The 

composite samples were prepared using the hand lay-up technique and cut according to the specified 

parameters. The dielectric constant (ε_r), dielectric loss factor (ε_r^") and alternating conductivity (σ_(a.c)) at 

different frequencies and temperatures were studied. The results show that the dielectric constant and dielectric 

loss factor, on the other hand, were found to decrease with the increase of the frequency of the applied electric 

field, but increased with the increase of the addition ratio of barium and titanium. It increased with the increase 

of the frequency of the applied electric field.. 

Keywords: Dielectric Loss Coefficient, Alternating Electrical, Dielectric Constant, Conductivity, Electric 

Field Frequency. 
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1- Introduction 

As many industries around the world have experienced tremendous industrial and 

technological progress, the demand for materials with a wide range of industrial uses, high 

specifications and low costs has been increasing. This is where the idea of producing so-called 

composite materials came from [1]. Due to their properties, such as excellent quality and 

performance as well as acceptable electrical and thermal properties, polymer composites play 

an important role in the industrial, construction and medical fields. One of the most important 

new materials that can help solve various challenging problems in daily life is nanocomposites 

based on a polymer matrix. The final properties of the composite are affected by the size, shape 

and distribution of the additional particles in the polymer as well as the interface area and 

bonding type between the particles and the matrix material [2]. In general, mixing or doping 

polymers leads to changes in their dielectric properties [3]. Ions and electrons 

field, charge carriers in 

insulators can be transferred in various ways. 

 essentially free of free electrons. Therefore, when 

an electric field is applied, no current can flow 

transfer of 

them, the introduction of low molecular weight 

impurities becomes the main source of ions. [4]. 

 Electrical relative permittivity or the dielectric constant (𝜺𝒓):  

Since the capacity of a dielectric depends on its shape and geometry, as well as the shape 

and type of electrodes across 

) [5]. 

𝜀𝑟 =  
𝜀

𝜀°
=

𝑐

𝑐°
           (1) 

or 

𝜀𝑟 =  
𝑐 𝑑

𝜀° 𝐴
           (2) 
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 Dielectric loss coefficient (𝜺𝒓
" ): 

The insulating material in a capacitor reacts differently to an alternating electric field than 

to a continuous electric field in terms of its electrical polarization. The complex (combined) 

dielectric constant of an insulator is given by equation (3) [6

plates.. 

𝜀′′ =  𝜀𝑟
′ − 𝑗𝜀𝑟

′′         (3) 

Where:  

 AC electrical conductivity(𝝈𝒂.𝒄) :  
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Abstract 

According to the wide advancements of the networks and computer applications, the cybersecurity become 

very important to protect data, cybersecurity refers to measures and controls that ensure the confidentiality, 

integrity and availability of the information, this includes everything from protecting physical information 

assets, to data security and computer safety practices. One of security principles a user authentication policy is 

a process that checking while someone is attempting to access services and applications if he is the same person 

who claim to be or not. Using a password-based authentication mechanism, the user must prove their identity 

by entering their password and username. The aim of this article is to look at previous researches experience in 

user authentication based on password and how this field of authentication can be stronger. In addition to the 

results of previous researches indicated the security level offered by using password and multifactor methods 

and how to make these methods more complexity and more secure against the attackers. 

Keywords: Brute Force Attack, Cryptography, Multi Factor Authentication, Password, PIN, User 

Authentication. 
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1. Introduction  

As computing systems get more powerful and massive data sets become more accessible, 

machine learning algorithms have produced significant advances across a wide range of 

industries. Computer security has been impacted by this progress, leading to a number of studies 

on learning-based security systems, including binary code analysis, vulnerability identification, 

and malware detection (Arp, et al., 2022). Cryptography is the study of methods for encrypting 

data using particular algorithms that make it unreadable to the human eye unless the recipient 

uses predefined algorithms to decrypt it (Qadir & Varol, 2019 ). Cryptography work by 

encryption and decryption. Encryption uses a specific method and a private key to convert the 

plaintext of readable data into a format that others cannot understand, or ciphertext. Decryption 

is a process of converting encrypted data in a form that is readable and understood by a human 

or a computer (Hendi, Dwairi, Al-Qadi, & Soliman, 2019) (Marqas, Almufti, & Ihsan, 2020). 

Cryptographic systems, which come in symmetric and asymmetric varieties, are used to offer 

security services that shield data from illegal applications. In symmetric systems, the cipher 

operation is performed using identical keys by the sender and the recipient. Asymmetric key 

cryptography, also referred to as public key cryptography, encrypts and decrypts data using two 

keys. (S.A & N.H.M, 2024) 

Authorization, the function of specifying access rights to resources, is related to 

information security, computer security in general, and access control in particular. More 

formally, authorization means specifying an access policy. During operation, the system uses 

access control rules to determine whether access requests from (authenticated) consumers will 

be approved (granted) or rejected (denied). 

Authentication is multi processes from user name and password to different kind of 

biometrics (ex: fingerprint…etc.) that gives assurance to authenticated clients to access the data 

and save their information in database to check them when they want to login. There are three 

factor authentication available, the first one represented by something the user knows, for 

example password, the second one is represented by something the user has, for example smart 

cards, and the last one represented by something the user is, for example biometric (behavioral 

or physiological) (Briceno, et al., 2019) Password authentication falls into the something you 

know category and is the most common form of authentication. 

Something you know requires the user to answer some question assuming that only the 

valid user knows the correct answer (Shah & Kanhere, 2019). 
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A password attack is one of the various methods used to maliciously authenticate 

password-protected accounts. These attacks are usually facilitated through the use of software 

that speeds up the process of password cracking or guessing. There are different types of 

password attacks: 

 Brute Force Attack: A brute force attack is a method of password assault in which 

hackers systematically attempt various login combinations in order to get unauthorized access 

to the data. In another word is typically a manually initiated process used to scan large ranges 

of IP addresses to find vulnerable accounts. The assault is uncomplicated and frequently use 

automated techniques, such as software, to attempt numerous permutations of alphanumeric 

characters (Alkhwaja, et al., 2023) (Bahaa Qasim M. AL-Musawi, 2024). 

 Dictionary attack: This is a type of brute force password attack that uses a list of 

commonly used words and sentences as well as passwords to try to break in. Attackers cut down 

on the possible passwords to what are called "dictionary words" so they don't have to go through 

a long list (Alkhwaja, et al., 2023). 

 Keylogger attack: A keylogger is a form of spyware that captures and logs the 

keystrokes performed by the user. Cybercriminals employ keyloggers to acquire sensitive data, 

such as credit card numbers and passwords. In the course of a password assault, a keylogger 

records not only the login and password but also the particular application or website that uses 

them, in addition to other private data. (Wajahat, Imran, Latif, Nazir, & Bilal, 2019).  

 Credential stuffing: Attackers employ trial and error to obtain access in credential 

stuffing password attacks, which are similar to brute force attacks. But they employ credentials 

that have been stolen, not password guessing. Credential stuffing operates under the 

presumption that a large number of users reuse their passwords for numerous accounts on 

various platforms (Ba, Bennett, Gallagher, & Bhunia, 2021). 

 Man in the middle: refers to a situation where there are three people: the victim, the 

attacker, and the third person the victim is trying to communicate. Cybercriminals often use 

fake emails to look like a trustworthy third-party during password attacks. For example, if a 

user is already logged in to a web server and has a valid session between them and the server, 

the attacker takes over that session, or "hijacks" it, and keeps connecting to the server as the 

user. (Mallik, 2019) (Reem Ismail, 2024). 
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 Traffic Interception: Threat actors employ traffic interception, a variation of the man-

in-the-middle attack, to monitor and capture data by listening to network traffic. Unsecured Wi-

Fi networks or communications without encryption, such as HTTP, are prevalent methods of 

accomplishing this (Birge-Lee, Wang, Rexford, & Mittal, 2019). 

 Phishing refers to malicious assaults that aim to get sensitive financial or private 

information from internet users by using fraudulent websites that resemble real ones. 

Cybercriminals employ several methods to engage in phishing, such as sending phishing 

emails, performing man-in-the-middle attacks, and executing spear phishing (a sophisticated 

password attack that incorporates a voice call and a link). (Ba, Bennett, Gallagher, & Bhunia, 

2021) (Mallik, 2019) (Alabdan, 2020) (Mahmood & Hameed, 2023). 

 Password spraying: In password spraying, a lot of popular passwords are tried on a small 

group of user accounts or even on one account. This is another type of brute-force attack. When 

attackers spray passwords, they do very strange things to avoid being caught. Most of the time, 

they will do research early on to cut down on the number of logins tries and keep accounts from 

getting locked. (Alkhwaja, et al., 2023) (Crume, 2022). 

 Collision attacks: A collision arises when two distinct inputs provide a same hash value. 

Hash functions are specifically engineered to reduce the likelihood of collisions, although they 

are not theoretically impervious to them (Mexriddinovich, 2023) 

 The Stuxnet attack: In 2010, there was a cyberattack against the locations where Iran 

was conducting its nuclear enrichment program. Iran's nuclear program is experiencing 

disruptions, and the hack exposed the country's inadequate cybersecurity (Çetinkaya & Terzi, 

2024). 

 Social Engineering (SE) attacks: Just as real-world thieves take advantage of people's 

weaknesses, so do cybercriminals known as "social engineers," who employ a variety of 

methods and instruments to launch multiple attacks online (Abu Hweidi & Eleyan, 2023). 

 Rainbow attack: It is a parsing attack on the rainbow crypto hash function. The attack 

involves creating a "rainbow table" of pre-computed hash values for a given set of inputs, which 

can then be used to efficiently determine which inputs are associated with a given hash value. 

(OA & AS, 2023) 

 Third-party attack: When the activity coordinator receives and processes at least one 

activity message, extracting data from the message and adding it to a stream associated with 
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one of the messages, involving at least one designated contact and an anonymous contact who 

is a user of the site. Additionally, the activity message must be in a consistent format. 

(Abrahami, Bloch, & Achsaf, 2023) 

In addition, there are several criteria for strong password as follow: - (Alkhwaja, et al., 

2023) 

 Password length: longer than 8 character is batter. 

 Combination of uppercase, lowercase, symbols and numbers. 

 Not a word from dictionary or personal name. 

 Not personal information.    

2. literature review 

This section explains several methods are used in number of important researches; these 

methods are listed as below:  

In (Jarecki, Krawczyk, Shirvanian, & Saxena, 2018), this article aimed to addresses the 

weaknesses of currently deployed two-factor authentication (TFA) schemes by presenting a 

rigorous security model of two-factor authentication (TFA) schemes that captures well-defined 

security limits that can be maximized, and then presenting a practical TFA scheme that has been 

proven to achieve the robust security guaranteed by the procedures formalized the model, and 

eventually prototyped several ways to validate a user's possession of a secondary authentication 

factor. In this research a Two component Authenticated Key Exchange (TFA-KE) model, in 

which the user provides a password at the client terminal to authenticate with the server; the 

second component of authentication is demonstrating that the user is in possession of a personal 

device. The user's claim that the device equals the t-bit checksum provided by the device with 

the checksum provided by the client establishes device possession under the TFA-KE model. 

This implements an authenticated channel from the t-bit client user to the device, confirming 

that the same person controls the client and the device. TFA schemes can now be more secure 

and user-friendly because these channel authentication requirements are less stringent than 

those of the private channel needed by PIN-based TFAs. 

In (Boopathi & Aramudhan, 2018), It is discovered that, as implied by its name, the two-

stage authentication technique consists of two authentication phases. Two servers must be 

included in the protocol in order to achieve two-step authentication. Initialization, registration, 
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login and authentication, and key creation are the processes that make up this work. Since the 

primary objective of this technique was to give increased strength during authentication, it was 

discovered that neither the password change phase nor the cancellation and re-registration phase 

were present. Master Server (MS) and Authentication Server (AS) are the names of the two 

servers that have been implemented in the new schemes. When in use, these servers enable 

complete control over user communications. In order to prevent the AS from learning about the 

information in the MS, the MS registers at the Registration Center (RC) during the registration 

phase implementation and maintains the credentials in a private way. 

Two kinds of connections are established during the authentication and key generation phase: 

one between (MS) and (AS) and the other between RC. AS, the user, MS, and RC 

communicate with each other in addition. Hence, neither the MS nor the user establish a 

direct communication channel. This configuration, which prevents the AS from immediately 

obtaining the server details, can address the adversarial nature of the channel. See figure (1). 

 

 

 

 

 

 

 

 

 

 

In (Brumen, 2019), This article presents results of the security analysis of the Game 

Changer password system. Several games will be graphically displayed on the screen, and users 

will be able to choose one by first entering the password and playing the game by placing pieces 

on a board. For instance, the user sets up four chess numbers on the chessboard after selecting 

a game. The use of the chess game and the character positions serve as representations for the 

password. The limited search space and amount of password combinations that allow for very 

easy and cheap brute force attacks are the first problem with the suggested solution. The second 

 

user 

user 

server Registration center  

Registration center  

(a) 

Authentication server Master server 

(b) 

Figure (1) Communication links associated with (a) single stage authentication mechanism and (b) dual 

stage authentication mechanism. 
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problem is that consumers choose particular places and numbers over others. This narrows the 

search area, making it easier for attackers to launch high-probability strikes quickly. The 

problem of non-uniformity in places and numbers can be used by attackers to create custom 

dictionaries and perform dictionary-based attacks. This article explores the flaws and suggests 

a solution that generates better passwords. But it's important to consider the trade-off between 

attack flexibility and memorability. However, in this research the system could potentially be 

improved by the following: 

1. Increasing the number of pieces 

2. Increasing the number of positions (where possible) 

3. Increasing the number of colors of boards (where possible) 

4. Increasing the number of colors of pieces 

5. Composing the password not only based on locations, but also on moves. 

In (Son, Noh, Choi, & Yoon, 2019), This article provides a challenge-response 

authentication mechanism for a Programmable Logic Control (PLC) system used as a safety 

system control for the Advanced Power Reactor (APR) 1400 NPP. An underlying protocol that 

improves the integrity of security authentication is the challenge response authentication 

approach. Challenge response authentication can be carried out using a variety of techniques. 

This article simulates and develops the implementation of a one-time password (OTP) 

authentication method for nuclear control systems. Nuclear power plants (NPPs) have not yet 

been intended to utilize the most dependable response authentication methods, such as 

challenge response, in their instrumentation and control (I&C) systems. In this article, the 

process of developing a challenge response authentication mechanism and integrating it into 

the POSAFE-Q programmable logic control (PLC) system of the Advanced Power Reactor 

(APR) 1400 NPP is clarified. Reusing the password could be a potential threat when utilizing 

the authentication feature. The authentication system cannot distinguish between an attacker 

typing the password or the real user when frequently used authentication passwords are 

intercepted. The challenge response authentication mechanism is a way to stop these issues. 

The technology is a protocol that needs a valid response (response) and a question (challenge) 

from one party to the other in order to be authenticated. With the OTP approach, a random 

number is generated by the server from as random numbers are generated and sent to the client, 

the client uses the value to build an OTP and authenticate itself using the value it receives back. 

See figure (2). 
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In (Juneja, 2020), Graphical passwords are currently being evaluated as a more 

dependable authentication system than text passwords. The purpose of these passwords was to 

enhance their longevity and memorability. Graphical passwords and image-based 

authentication mechanisms are implemented in a multitude of applications. However, these 

authentication methods have a problem managing graphic or pictorial data. When mapping a 

user-input picture or graphical password across a wider database, the authentication process is 

slowed down. The graphical image was represented using a schema that was proposed in this 

research, which was based on XML. The server processes the graphical form and verifies that 

the password image is a valid pattern by examining the stroke length and skewness when the 

user submits it. Several transformations are applied to the input graphic style to generate several 

versions of the graphic style. The collected pixel values from these techniques are stored in an 

XML-style database. The server employed the LSB steganography technique to modify the 

least significant bits in the input picture and subsequently presented the password image to the 

user. Each time the user inputs the password image, the password pattern is retrieved and 

mapped to the XML pattern database. 

The model that is being presented is implemented using a desktop and mobile application. 

The comparative performance evaluation of the method demonstrates that it surpasses 

alternative image password setters. 

Due to the extraction of all pertinent data from the query password pattern image, 

password mapping achieves a 100% accuracy. Additionally, the qualitative metrics that have 

been implemented serve to verify the model's improved dependability and robustness against 

the backdrop of a variety of factors. An integrated mixed media framework is included to 

improve the security aspect and accomplish safe authentication. To increase secrecy, the system 

incorporates server-side procedural changes at the media and pattern levels in addition to user 

passwords. The secure pattern that is created based on mouse or finger movements is applied 

Figure (2) OTP challenge-response. 
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to the image, and the input is obtained in the form of a password. To create a safe password, a 

multi-layer approach is implemented on the server side, including data masking and media 

transformation. Generating and setting up a strong password is one of the stages of the process, 

just like with any other authentication system. The newly enrolled user will be subject to the 

password creation framework. The user provides input in the form of a graphical pattern and 

password. Drawing a single curve with the least amount of constraint possible forms the basis 

of the password pattern. A legitimate pattern needs to work within the given constraints of draw 

time, coverage, and length, etc. 

In (Singh & Raj, 2022)suggested utilizing a dynamic password policy and an enhanced 

hashing algorithm to address the issue of password leaks on well-known websites such as 

Linked-In, Adobe, Gmail, Yahoo, eHarmony, etc. Depending on the character frequency, an 

algorithm has been designed to construct password restrictions dynamically. The computation 

of the time complexity demonstrates how fast the method operates. An attacker will find it 

challenging to precisely choose the properties of the password database, as the method 

automatically produces password requirements. See Figures (3-4) that show how the password 

is stored in the database. 

 

Figure (3) Storing password in the database. 

 

 

Figure (4) Comparing the hash of input password with the hash of the stored password 

       in the database. 
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The user initially registers on the website, where they are required to provide a variety of 

information, including a username, a new password, and a security code. The main emphasis 

of the article is the password that the user chooses using the dynamic password policy that the 

algorithm generates. A password policy is a set of rules designed to encourage users to use 

strong passwords in order to increase security. Because the created password adheres to the 

dynamic policy, it is robust and complicated. A slow hash function known as a hash algorithm 

is used to hash a strong plain text password before storing it in a database. 

In (Nag, Chandrakar, & Chandrakar, 2023)in this article the suggested scheme is tested 

using the Automated Validation of Internet Security Protocols and Applications (AVISPA) tool. 

The findings show that the strategy is impervious to man-in-the-middle and replay assaults, 

among other active and passive attacks. Better security and increased complexity in terms of 

communication, computation, and execution time are provided by the suggested protocol. 

One of the safest and most efficient tools for patient-doctor contact offered by medical 

organizations is the Telecare Medical Information System (TMIS). People are generally worried 

about their well-being and desire to safeguard the confidentiality of their medical information. 

There are several two-factor authentication systems, typically consisting of a user ID and 

password. Additionally, there are three-factor authentication systems that incorporate all of the 

previous elements together with either biometrics or a smart card. 

Just as necessary as the security, confidentiality, and integrity of system data is user and 

server authentication. To ensure that only verified users have access to resources and services, 

a user permission verification system must be in place. 

This article developed a mechanism whereby users register to the server with their user 

ID and password for the Telecare medical information system. After gathering the credentials, 

the server provides the user with a smart card. The system does some math to determine whether 

a user is already enrolled when they input their smart card and credentials. The user may make 

use of the medical organization's services if granted permission. Since everything on the 

Internet is vulnerable to hacking, it is crucial for everyone to protect their personal information. 

A user's remote access to data, resources, and other services inside the healthcare system 

depends in large part on authentication. 

suggested procedure, the user sends the medical server a registration request at the 

beginning, along with their user ID and password. The registration request will be denied if the 

matching user ID is already on file; if not, the user will receive one smart card. To use a number 



III. International Rimar Congress of Pure, Applied and Technological Sciences 

 
 

 

22  

 

of features and services, the user needs to log in to the system. The user must use his smart card 

to reenter the user ID and password in order to access the system. In the event that the system's 

calculations are successful, the medical server provides the user with a session key for 

upcoming communications. After authenticating, the user can communicate with doctors using 

the shared session key. Thus, the patient can electronically submit his diagnosis and test results, 

and the doctor can look at the data, respond to the patient's inquiries, and write the prescription. 

In (Khan, Din, & Almogren, 2023) This article suggests a new graphical authentication 

system that uses easy math operations, machine learning to recognize hand movements, and 

medical pictures for recall as well as other factors to register and identify users. The suggested 

approach aims to maintain a straightforward, robust, and memorable authentication procedure. 

A Post-Study System Usability Questionnaire (PSSUQ) is utilized to assess the suggested 

scheme by contrasting it with authentication methods based on patterns and PINs. 

System quality showed a 16.7% improvement, information quality showed a 25% rise, 

interface quality showed a 40% increase, and overall quality indicated a 25% increase when 

comparing the treatment and comparison groups. The suggested approach effectively revives 

the usage of graphical passwords, particularly in the Internet of Things (IoMT) space, by 

creating a robust, satisfying, and easy-to-use authentication system. 

The two primary subtasks of the proposed system will be authenticating an existing user 

and enrolling a new user. The suggested system will look for a user record when it boots up. 

The registration phase will commence with sub-phases if the record is absent, indicating that 

the user has not yet registered. Choosing secret details like a secret number, color, and click 

mode (double or single) is part of the first sub-stage. 

The click positions will represent addition or subtraction operations, which will be used 

later in the login phase. After the user has successfully adjusted these settings, the device will 

enter the second sub-phase, which consists of handwriting tasks utilizing hand motions on the 

touch screen. The user will be requested to sketch various numbers multiple times, and the 

system will record and save each motion that corresponds to a certain number. 

After completing a certain number of handwriting assignments, the user will be shown a 

randomly generated grid of images (5*4) that comprises pictures of various medical images, 

including MRIs, CT scans, and X-rays, etc. 

It'll show up in the user interface. Given that medical professionals such as doctors and 

nurses are the system's intended users, these images will not only be pertinent, but also elicit 
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some sort of emotional response related to their individual experiences. All of the user's secret 

data is encrypted and saved in the Firebase database when the user chooses three secret photos. 

 

Figure (5) Flow diagram of the proposed architecture 

In (Sadat, Lodin, & Ahmadzai, 2023)In this article, it is suggested to utilize a password-

generating system that creates passwords depending on information entered by the user, such 

as location and time. The method comes up with passwords that are very strong, easy to 

remember, and can't be broken by dictionary or brute force attacks. The three-internet password-

checking tools that were used to confirm the generated passwords showed that the method 

creates very strong passwords that are hard to crack. PHP is used to make the system work in 

an easy-to-use setting. 

In the approach, the user provides their name, the name of a chosen city, and a certain 

time, which can be either the moment of password creation or any other preferred time. The 

initial two digits of the latitude and longitude data are utilized by the system to generate the 

password when the user selects a city. The concatenation of (Name + Latitude + Longitude + 

Time) will provide a password for the user that is highly secure, easy to remember, and 

uncomplicated to retrieve.  
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To retrieve a forgotten password, the user now only requires remembering the place (city 

name) and the time. The user can get the previous password that the system produced by 

entering their name, city, and time. After a while, users will want to rename the city to prevent 

hackers from learning the name of the city. Hackers will have a harder difficulty finding out the 

password if city and time data are combined with the username. 

After the produced passwords were checked using three different online password 

checking tools, the results showed that the algorithm produces highly confidential passwords 

that are difficult to crack and take millennia to hack. Features of the proposed system: ease of 

remembering passwords, dealing with unconfirmed inputs, user safety, and resistance to attacks. 

In (Gutub, 2024) A protection tool called count-based secret sharing (CBSS) is already 

out there and can be used to authenticate people who want to use collaborative trust access 

control. CBSS originally sets its master secret target key as an automatically selected secret 

random key to create private shares for all participants that fulfill the trap door function. 

Usually, CBSS does not provide user preferences when creating passwords to be entertained, 

which makes memory of recall somewhat challenging. This work solved this personal retention 

issue by optimizing a CBSS technique starting with the user's password choice, as is the case 

for extracting secret shares to produce the target key, therefore securing the cooperative 

cybersecurity system. Several algorithms were proposed to incorporate secret sharing of user 

preferences based on text and image alternatives, which were further verified by convenient 

authentication via personal email. Therefore, in order to increase the accountability of the IT 

process, it is necessary to divide the scheme into phases and ensure that more than one person 

is protecting the data in order for confidential sharing to be reliable, as shown in figure (6). 

 

Figure (6) Processing phases of secret-sharing scheme. 

The first stage in creating a target key (TK) is for the secret keeper or trader (dealer) to 

select an algorithmic randomization approach to establish the threshold (k). The target key is 
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thus split into (n) shares controlled by (k <= n). Finally, the trader will allocate the (n) shares to 

each attendee. Nevertheless, it is anticipated that the recovery of this target key will be 

challenging as long as the contributions are not collected, as the number of contributions 

exceeds or equals the threshold 

number k. In particular, the threshold (k) is the minimal number of target key shares that 

must be reconstructed. 

The fundamental drawback of secret sharing systems is that the system determines 

individual passwords, therefore limiting users of flexibility of choice and resulting in great 

inconvenience for participants and/or password memory problems. 

This article improves CBSS to swap steps one and two of fig. (6), enabling users to fully 

customize their password shares with intelligence and including email authentication to offer 

personal verification to the user following two-factor authentication. The traditional CBSS 

process is divided into five stages shown in fig. (6), Presuming the system executes the process 

of producing the confidential key, it proceeds to produce the shares. The article proposed the 

implementation of two-factor authentication (2FA) as a dependable and expeditious method to 

verify the integrity of crucial passwords and validate the identification of participants. The 

research presented five novel strategies for users to choose and remember their passwords while 

maintaining ambiguity to prevent attackers from guessing them. Participants select one of five 

techniques to generate the secret key that verifies identification using two-factor authentication 

(2FA) with a verification code obtained via personal email. Subsequently, in accordance with 

the user's request, the system enables participants to submit their own passwords, which are 

permitted to be in the form of images, thereby facilitating easier remembering. 

 

Figure (7) Proposed 2FA involvement in shares generation of CBSS. 
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It is clear from previous studies that password strength is directly related to user security, 

so there are different ways to make the password stronger and most complex to avoid hacking. 

And the strength of password is depended on the importance of the organization and the data 

that need to be secure. For more illustration of previous studies see Table-1. 

Table 1: Previous Studies using Password User Authentication 

No. year Title attack strategy 

1 2018 
Two-factor authentication with 

end-to-end password security 
Dictionary attack 

Use Two Factor 

Authenticated Key 

Exchange (TFA-KE) 

& 

SAS-MA (Short-

Authentication-String 

Message Authentication) 

 

2 2018 

Secure server-server 

communication for dual stage 

biometrics–based password 

authentication scheme 

collision attack 

Using new scheme 

include two servers, 

Master Server (MS) and 

the Authentication 

Server (AS)connected to 

each other with 

Registration Center (RC) 

3 2019 
Security analysis of game 

changer password system 

Brute force attack 

& 

dictionary attack 

Use layering system 

&change in game 

designer as possible 

4 2019 

A practical challenge-response 

authentication mechanism for a 

Programmable Logic Controller 

control system with one-time 

password in nuclear power 

plants 

Stuxnet attack 
Use challenge response 

authentication 

5 2020 

An XML transformed method to 

improve effectiveness of 

graphical password 

authentication 

Social engineering 

attack 

Using XML pattern with 

LSB steganography 
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6 2022 

Securing password using 

dynamic password policy 

generator algorithm 

Brute force attack, 

rainbow table 

attack, 

dictionary attack, 

phishing attack 

& 

social engineering 

attack 

Using hash function 

& 

dynamic password 

generation 

7 2023 

An Improved Two-Factor 

Authentication Scheme for 

Healthcare System 

 

Man in the middle 

attacks 

 

using user ID and 

password and Server 

gives the user a smart 

card 

8 2023 

Securing Access to Internet of 

Medical Things Using a 

Graphical-Password-Based User 

Authentication Scheme 

Keylogger attack & 

Credential stuffing 

& Traffic 

interception & 

Password spraying 

novel graphical 

authentication scheme 

that uses multiple factors 

to register and 

authenticate users using 

simple arithmetic 

operations, machine 

learning for hand gesture 

recognition, and medical 

images for recall 

purposes. 

9 2023 

Highly Secure and Easy to 

Remember Password-Based 

Authentication Approach 

Dictionary and Brute 

force attacks 

generates a password 

based on the user’s input 

like, time and location 

data 

10 
2024 

 

Adjusting counting-based 

secret-sharing via personalized 

passwords and email-authentic 

reliability 

Third party attack 

Using one of the five 

algorithms to generate 

the secret key proving 

identity via 2FA via 

verification code 

received by personal 

email 

 

 



III. International Rimar Congress of Pure, Applied and Technological Sciences 

 
 

 

28  

 

3. Conclusion: 

When communicating across a network, authentication is always crucial. The first line of 

defense against an intrusive or unknown user accessing the system and services is 

authentication. Passwords are typically used by websites to verify a user's identity and grant 

access to resources that hold private data. Because most users don't choose extremely strong 

passwords, there is a risk that their information will be compromised. The main objective of 

previous research listed in the above section is to ensure the user authentication and 

confidentiality. The password policy needs to be more resistant to many types of attacks, like 

dictionary attacks, rainbow table attacks, brute-force attacks, etc. In addition, as a result of 

previous researches attempted to establish a secure environment for user authentication by 

using passwords and multifactor methods and dynamic password policies to mitigate 

vulnerabilities inherent in traditional password systems. The ultimate goal is to establish robust, 

user-friendly, and attack-resistant authentication frameworks.  
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Abstract 

In today's tech-savvy world, it's super important to keep our digital conversations private and safe. That's where 

the magic of secure key generation comes in, especially in realm of encryption. Typically, crypto systems are 

all about strong key creation practices. But hey, there's a new player in town: chaotic maps. These bad boys 

thrive on unpredictability, which is perfect for cooking up secure keys. 

This research dives deep into how using chaotic maps for key generation could seriously up the game for 

encryption security. We're talking a deep dive into the chaos theory and its buddy, cryptography. Main dish 

here is a thorough look at what's been written about using these wild, unpredictable maps to make keys. It 

highlights the freshest strategies and smarty-pants theories that help these methods tick, all aimed at crafting 

top-notch, secure solutions. 

The goal, to ramp up encryption security. Plus, it really underlines how crucial chaotic maps are in churning 

out tough cryptographic keys. This work is stepping up to meet the demand for stronger, smarter key generation 

as we all dive deeper into our digital lives. 

Keywords: True Random Number Generator (TRNG), Pseudorandom Number Generator (PRNG), 

Cryptographically Secure Pseudo-Random Number Generators (CSPRNGs), National Institute of Standards 

and Technology (NIST). 
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1. Introduction  

In this digital era, where everything from coffee makers to corporate data is connected, keeping 

unauthorized snoops out is more crucial than ever. Enter robust encryption methodologies—

true game-changers boosting data security. A cornerstone of this security fortress is encryption 

key generation[1]. y harnessing solid cryptographic methods, we can shield data zipping across 

networks, safeguarding both secrecy and authenticity of digital chats and transactions. 

The cyber threat landscape is a beast constantly evolving, always coming up with new 

ways to attack. That's why ongoing advancements in key generation are so vita [2]. At the heart 

of cryptographic systems, key generation creates keys that are secure and unpredictable—key 

to locking down sensitive data. These innovative techniques are our best bet against digital 

marauders and cyber threats [3]. Traditionally, keys needed to be random, and randomness was 

conjured up by Pseudo-random Number Generators (PRNGs). These depend on mathematical 

formulas to drum up semblances of randomness. Cryptographic operations need this 

unpredictability—not just for creating encryption keys but also for generating initialization 

vectors and nonce values that enhance encryption processes; Though PRNGs have been the go-

to, they aren't foolproof. They've got their vulnerabilities, which can be like leaving your digital 

door slightly ajar. That's where Cryptographically Secure Pseudo Random Number Generators 

(CSPRNGs) step in[4]. These help in improving the security of the system by generating 

sequences that are unique, unexpected cryptanalysis-resistant. 

Chaos theory and chaotic map both appear to be promising [5]. Characteristics of chaotic 

maps, which include their unpredictability and sensitivity to initial circumstances, align well 

with the aim of protecting data and increasing security. Strong cryptographic keys use 

conventionally used chaotic map techniques like Logistic Map, Baker's Map, Lorenz System, 

Henon Map, and Chen Map in the field of cryptography. All of these provide a foundation for 

applying chaos theory to the world of cryptography [6]. This review deals with the 

incorporation of conventional and hyper-chaotic map techniques for key generation in 

cryptography, along with its ability to surpass the cyber constraints of PRNGs and CSPRNGs. 

The subject includes a number of important analytical techniques used to judge how well 

chaotic map-based key creation works. The methods mentioned, such as statistical analysis as 

well as modeling of cryptographic analysis, allow valuable information about the cryptographic 

power of the produced keys, thus ensuring the greatest security standards [7]. 

Importance as digital systems grow more complex, the potential for cyberattacks 

increases. To respond, this research explores chaotic maps as a way to generate cryptographic 
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keys with greater randomness and security. By improving key generation methods, the study 

aims to help strengthen digital defenses, ensuring that our sensitive information stays safe in an 

ever-evolving online world[8]. 

2. True Random Number Generators  

A true random number generator (TRNG) uses an unpredictable source to generate 

randomness. They are capable of producing numbers without the use of algorithms because 

they make random numbers out of naturally unpredictable physical events.. Predictable random 

number generators (RNGs) provide vulnerabilities that may be exploited to breach devices and 

compromise data. In order to be efficient, random numbers must possess the qualities of being 

unexpected and statistically independent, meaning they are not influenced by any previously 

created random numbers. Also, they ensure that there is no need for an initial seed value to 

identify the sequence of numbers [9]. 

Mathematically, it can be represented as: 

R = f (physical event) 

where R is the random output. 

3. Pseudo-Random Number Generators  

A pseudorandom number generator (PRNG) is a mathematical algorithm that generates a 

predictable, repeating series of integers based on an initial value known as the seed. These 

generators cannot be shown to be really random. PRNGs exhibit ideal equilibrium between 0's 

and 1's without any bias, but they also possess significant long-range correlations that weaken 

cryptographic security and might manifest as unforeseen mistakes in Monte Carlo computations 

and modeling. It provides the sequence with the illusion of randomness solely until the seed 

and algorithm are disclosed [10]. Distinct features of PRNGs include generating numbers with 

minimal computational sources and dependency on seed-based generation [11], [12]. 

It can be mathematically expressed as 

𝑋𝑛+1 = 𝑓(𝑋𝑛) 

Where f is the deterministic function. 
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4. Cryptographically Secure Pseudo-Random Number Generators (CSPRNGs) 

CSPRNGs use advanced algorithms to generate keys that are highly indistinguishable 

from genuine randomness with the concept of secrecy and unpredictability [13]. It means that 

you cannot predict the next number by liking any element in the series, nor can you use any 

part of the generated sequence to guess past or future numbers. They require only a few 

computational resources despite their high efficiency and may produce keys rapidly. This is 

based on the initial introduction of a high-entropy seed that injects the entropy into the system 

[14]. Thus, CSPRNGs make it impossible to predict the future output, fulfilling the fundamental 

goal of security and safety [15]. In mathematical terms, it looks like:  

𝑈𝑛𝑝𝑟𝑒𝑑𝑖𝑐𝑡𝑎𝑏𝑖𝑙𝑖𝑡𝑦:  𝐻(𝑋𝑛+1 ∣ 𝑋𝑛, 𝑋𝑛−1, … , 𝑋1) ≈ 𝐻(𝑋𝑛+1) 

𝐹𝑜𝑟𝑤𝑎𝑟𝑑 𝑆𝑒𝑐𝑟𝑒𝑐𝑦: 𝐻(𝑋1, 𝑋2, … , 𝑋𝑛−1 ∣ 𝑋𝑛) ≈ 𝐻(𝑋1, 𝑋2, … , 𝑋𝑛−1) 

 

Where H denotes the entropy, representing the uncertainty or randomness within the 

sequence X, and n is the position in the sequence. 

 

Figure 1: Comparison of CSPRNG, PRNG, and TRNG Output Patterns 

5. Chaos: Unraveling Complexity in the Natural and Digital Worlds  

Chaos theory is the mathematical and mechanical study of ostensibly unpredictable or 

arbitrary behavior in systems governed by deterministic laws [16]. According to the chaos 

theory, even the slightest variance in the initial conditions can produce significantly highly 

diverse results. Chaos theory offers a valuable theoretical framework for comprehending the 

dynamic growth of industries and the intricate interconnections among industry participants. 
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Industries may be seen and represented as intricate, ever-changing systems that display both 

unpredictability and a hidden structure [17]. The word "deterministic chaos" is more precise 

since it combines two concepts that are generally seen as incompatible, resulting in a 

contradiction. The first characteristic is that of randomness or unpredictability. The second 

concept pertains to the phenomenon of deterministic motion [18]. Chaotic systems provide the 

groundwork for the development of encryption techniques in the field of cryptography, which 

use the innate complexity and unpredictable nature of chaos to improve security. Initially, the 

Lorenz System and the Logistic Map were the focused applications of chaos systems in 

cryptography despite them being simple [4]. For achieving the highest level of security, 

cryptography is now looking forward to hyperchaotic systems because their operations are even 

more complex, featuring more than one positive Lyapunov exponent. They provide an extra 

layer of security because of the higher-dimensional behavior of hyperchaotic systems such as 

Coupled Map Lattices or Pricewise Linear Chaotic Maps [19], [20]. Cryptographic assessment 

of chaotic systems demands advanced analytic techniques. These tools check produced 

sequences' complexity and unpredictability to meet cryptographic application requirements. 

Chaotic map-generated sequences are often tested for randomness and unpredictability using 

statistical test suites such as the NIST Special Publication 800-22 [21]. This evaluates the 

sequences for cryptographic key creation.  

6. Traditional Methods in Chaotic Map 

these maps provide complex dynamic behavior from simple non-linear mathematical 

models. They showcase a combination of both unpredictability and chaos [22], [23]. There are 

several types of chaotic maps. 

a. Logistic Map.   

These maps show how complexity can come from simplicity. Their dynamic behavior is 

a cornerstone in the study of chaos theory applications. The following equation represents the 

logistic map: 

𝑥𝑛+1 = 𝑟𝑥𝑛(1 − 𝑥𝑛) 

where the population at generation n, and r is a parameter controlling the system's rate of 

reproduction[24]. 
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Figure 2: Logistic Map for Generating Binary Numbers 

b. Hénon Map 

It is a two-dimensional discrete-time dynamical system. It has the dinstict feature of 

creating complicated patterns despite of it being simple. it is a tool of interest for researchers 

due to the non-linear dynamics and complexity enabling to generate keys providing a secure 

system [21], [25]. Hénon Map is described by following set of equations: 

𝑥𝑛+1 = 1 − 𝑎𝑥𝑛
2 + 𝑦𝑛

𝑦𝑛+1 = 𝑏𝑥𝑛
 

where a and b are parameters that dictate the behavior of the map, with typical values 

being a=1.4 and b=0.3 to ensure chaotic behavior. 

 

Figure 3: Hénon Map for Generating Binary Numbers 
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c. Baker's Map 

In the field of dynamical systems analysis, baker's map exhibits chaotic behavior. It 

operates on the unit square and maps points inside the square back onto itself. The name of this 

process is derived from a technique used by bakers to manipulate dough. In this technique, the 

dough is divided into two halves, which are then placed on top of each other and firmly pushed 

together. Baker’s map works on the basis of unpredictability and mixing in communication 

systems thus producing secured results [26], [27]. Mathematically Baker’s map is described by 

the following equation and follows linear transformation such as: 

(𝑥′, 𝑦′) = {
(2𝑥,

𝑦

2
)      if 0 ≤ 𝑥 <

1

2

(2𝑥 − 1,
𝑦 + 1

2
)      if 

1

2
≤ 𝑥 ≤ 1

 

Where x checks if x is less than 0.5, where true, the point is considered to be in the left 

half of the square, else x equal or more than 0.5 point is in the right half. 

 

Figure 4: Baker's Map for Generating Binary Numbers 

d. Lorenz System 

Lorenz System is based on three different equations called differential equations. On if 

the feature of Lorenz system is that a small change can drastically change the outcomes. It is 

widely used in meteorology, mathematics and chaos theory. It displays deterministic, non-

periodic series [22], [28]. 

The Lorenz System equations are as follows: 
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𝑑𝑥

𝑑𝑡
= 𝜎(𝑦 − 𝑥)

𝑑𝑦

𝑑𝑡
= 𝑥(𝜌 − 𝑧) − 𝑦

𝑑𝑧

𝑑𝑡
= 𝑥𝑦 − 𝛽𝑧

 

where σ, ρ, and β are parameters related to the physical properties of the system, with 

common values being σ =10, ρ =28, and β=
8

3
 for the chaotic regime. 

 

Figure 5: Lorenz system Binary Number Generator 

e. Chen Map 

Chen Map is similar to Lorenz system with some distinct features. Guarong Chen 

introduced it in 1990s and known for its chaotic and hyperchaotic characteristics. its application 

includes communication systems and encrypted data[29], [30]. The equations for the Chen 

System are: 

𝑑𝑥

𝑑𝑡
= 𝑎(𝑦 − 𝑥)

𝑑𝑦

𝑑𝑡
= (𝑐 − 𝑎)𝑥 − 𝑥𝑧 + 𝑐𝑦

𝑑𝑧

𝑑𝑡
= 𝑥𝑦 − 𝑏𝑧

 

where a, b, and c are system parameters that determine the behavior of the system, with 

common values being a=35, b=3, and c=28 to ensure chaotic dynamics. 
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Figure 7: Tent Map for Generating Binary Numbers 

 

Figure 6: Chen Map Binary Number Generator 

f. Tent Map 

It is named after its graph that looks like tent-shaped when plotted. The highlights of tent 

map are simple, linear and 1-D map having chaotic characteristics. It is used in the 

understanding of bifurcation and high sensitivity to initial conditions along with the illustration 

of the concepts of chaos theory  [22], [31]. 

The equation for the Tent Map is given by: 

{
2𝑥𝑛     if 0 ≤ 𝑥𝑛 <

1

2

2(1 − 𝑥𝑛)     if 
1

2
≤ 𝑥𝑛 ≤ 1

 

This function doubles the value of xn for inputs in the first half of the interval and doubles 

the distance of xn from 1 for inputs in the second half, thereby creating a "tent" shape. 
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g. Sine Map 

It is used in generating bifurcation diagrams and helps in studying the transition to chaos 

from simpler. It uses a sine function over unit interval to exhibits non linearity in the chaotic 

system. [22], [32]. 

The equation for the Sine map is: 

𝑥𝑛+1 = 𝑟sin (𝜋𝑥𝑛) 

Where xn is the state at iteration n, r is a parameter controlling the system's behavior, and 

the sine function modulates the input, producing a non-linear feedback loop that can result in 

chaotic behavior for certain values of r. 

 

Figure 8: Sine Map for Generating Binary Numbers 

h. Ikeda Map 

The Ikeda map is used in the modeling of optical recording media, specifically crystals. 

Previous numerical results have demonstrated that the Ikeda map displays highly intricate 

dynamical behavior under specific parameter values. This behavior is characteristic of chaotic 

systems, which are highly sensitive to initial conditions [23], [33].  

The equation for the Ikeda Map is: 

𝑥𝑛+1 = 𝐴 + 𝐵(𝑥𝑛cos 𝑡𝑛 − 𝑦𝑛sin 𝑡𝑛)

𝑦𝑛+1 = 𝐵(𝑥𝑛sin 𝑡𝑛 + 𝑦𝑛cos 𝑡𝑛)

𝑡𝑛 = 𝑇 −
𝜅

1 + 𝑥𝑛
2 + 𝑦𝑛

2
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Where A, B, T, and κ are parameters of the system, with A and B affecting the scaling and 

T, κ influencing the phase shift.  

 

Figure 9: Ikeda Map for Generating Binary Numbers 

i. Chirikov Standard Map 

The standard map, also known as Chirikov Standard Map is a precise representation of 

several physical systems, either exact or approximate. It models the example of a kicked rotor. 

The Chirikov standard map is a map that preserves the area for two canonical kinematic 

variables, namely momentum and coordinate. The map was first suggested by Bryan Taylor 

and subsequently discovered independently by Boris Chirikov as a means to explain the 

dynamics of magnetic field lines. The standard map and H´enon’s area-preserving quadratic 

map are well researched examples of chaotic Hamiltonian dynamics [34], [35]. 

The equation for the Chirikov Standard Map is: 

𝑝𝑛+1 = 𝑝𝑛 + 𝐾sin (𝜃𝑛)(𝑚𝑜𝑑2𝜋)
𝜃𝑛+1 = 𝜃𝑛 + 𝑝𝑛+1(𝑚𝑜𝑑2𝜋)

 

where  

θn = Angle 

pn =Angular momentum at iteration n 

K = Parameter that controls the strength of the perturbation 
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Figure 10: Chirikov Standard Map for Generating Binary Numbers 

j. Piecewise Linear Chaotic Maps 

Piecewise Linear Chaotic Maps (PWLCM) are the simplest among the chaotic maps. it is 

a straightforward chaotic system often used for the generation of pseudorandom numbers 

(PRN). The finite precision effect in the digital implementation of PWLCM diminishes the 

unpredictability of the pseudorandom number [6], [36]. 

Its equation is represented as follows: 

{
𝑎1𝑥𝑛 + 𝑏1     if 𝑥𝑛 < 𝑐
𝑎2𝑥𝑛 + 𝑏2     otherwise 

 

The variables 𝑎1, 𝑎2, 𝑏1and 𝑏2determine the slopes and intercepts of the linear segments, 

whereas c indicates the point at which the function transitions from one linear behavior to 

another. 

 

Figure 11: Piecewise Linear Chaotic Map for Generating Binary Numbers 
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7. Hyperchaotic Systems 

Hyperchaotic systems deals with even more complex systems than regular chaotic 

systems. The important highlight is that it contains more than one positive Lyapunov exponent. 

They are used in several fields including communication, cryptography and complex 

simulations. Its types include:  

a. Hyperchaotic Lorenz System 

The Hyperchaotic Lorenz System is an advanced version of Lorenz system, leading more 

complexity and security because of increase in the unpredictability. In this system an increase 

in the dimensionality is visible [16], [20]. 

The equations for a generalized Hyperchaotic Lorenz System, introducing additional 

components for hyperchaotic behavior, are: 

𝑑𝑥

𝑑𝑡
= 𝜎(𝑦 − 𝑥)

𝑑𝑦

𝑑𝑡
= 𝑟𝑥 − 𝑦 − 𝑥𝑧

𝑑𝑧

𝑑𝑡
= 𝑥𝑦 − 𝑏𝑧 + 𝑤

𝑑𝑤

𝑑𝑡
= −𝛾𝑤 + 𝑥𝑧

 

where σ, r, b, and γ are parameters, and w is an additional variable that introduces extra 

complexity, contributing to the system's hyperchaotic nature. 

b. Hyperchaotic Chen System 

It is also an advanced form of Chen system, having more than one Lyapunov exponent 

and shows more chaotic behavior by the introduction of additional non-linearities[30], [37], 

[38]. The equations for a typical Hyperchaotic Chen System might include an additional 

variable and modified parameters to induce hyper chaos: 

𝑑𝑥

𝑑𝑡
= 𝑎(𝑦 − 𝑥)

𝑑𝑦

𝑑𝑡
= (𝑐 − 𝑎)𝑥 − 𝑥𝑧 + 𝑐𝑦

𝑑𝑧

𝑑𝑡
= 𝑥𝑦 − 𝑏𝑧

𝑑𝑤

𝑑𝑡
= −𝑑𝑧 + 𝑥𝑦
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where a, b, c, and d are system parameters, and the addition of the variable ww extends 

the system to exhibit hyperchaotic behavior. 

c. Hyperchaotic Coupled Map Lattices (CML) 

They show hyperchaotic behavior by coupling chaotic maps across the lattice due to this 

Hyperchaotic CML achieves higher dimensional chaos in network-like structure and features 

several positive Lyapunov exponents [39], [40]. The equation for this system is stated below. 

𝑥𝑖
𝑛+1 = (1 − 𝜖)𝑓(𝑥𝑖

𝑛) +
𝜖

2
[𝑓(𝑥𝑖−1

𝑛 ) + 𝑓(𝑥𝑖+1
𝑛 )] 

Where 

𝑥𝑖
𝑛 = The state of the i-th map at time n  

f= The chaotic map function (e.g., logistic map) 

ϵ = Coupling strength between the maps. 

d. Hyperchaotic Neural Networks 

Traditional neural networks are incorporated with new models of dynamics that lead to 

hyperchaotic behavior neural networks having multiple positive Lypunov exponents.  

Hyperchaotic Neural Networks extend traditional neural network models by incorporating 

dynamics that lead to hyperchaotic behavior, characterized by multiple positive Lyapunov 

exponents. Their application covers secure communications, hyper chaotic pattern recognition 

These networks combine the complex, adaptive learning capabilities of neural and 

unpredictability for improved security networks with the unpredictable, sensitive dynamics of 

hyperchaotic systems [5], [41]. 

General form of set of equations is complex due to the variability but a simple version is 

stated below: 

dxi

dt
= −αxi + ∑  

N

j=1

wijϕ(xj) + Ii, i = 1,2, … , N 

where xi represents the state of the i-th neuron, α is a decay parameter, wij are the synaptic 

weights from neuron jj to neuron i, ϕ(⋅) is a nonlinear activation function, and Ii is the external 

input to the i-th neuron. This framework can be extended with additional equations or variables 

to introduce hyperchaotic behavior. 



Full Text Book of Rimar Congress of Pure, Applied and Technological Sciences 3 

 
 

 

45  

 

e. X-D Hyperchaotic Systems 

X-D Hyperchaotic Systems depict X-dimensional state space allowing them for 

hyperchaotic behavior and includes multiple positive Lyapunov exponents. for the 

manifestation of hyperchaotic behavior, which includes more than one positive Lyapunov 

exponent. this is ideal for applications that require extensive security and safe communication 

[21], [42], [43]. 

4D Hyperchaotic System equation is as follows: 

𝑑𝑥

𝑑𝑡
= 𝑓(𝑥, 𝑦, 𝑧, 𝑤)

𝑑𝑦

𝑑𝑡
= 𝑔(𝑥, 𝑦, 𝑧, 𝑤)

𝑑𝑧

𝑑𝑡
= ℎ(𝑥, 𝑦, 𝑧, 𝑤)

𝑑𝑤

𝑑𝑡
= 𝑘(𝑥, 𝑦, 𝑧, 𝑤)

 

where f, g, h, and k are nonlinear functions of the system's state variables x, y, z, and w. 

 

Figure 12: Hyperchaotic Systems for Generating Binary Numbers in General 

8. Hybrid Chaotic System 

They combine the dynamics of two or more chaotic maps to get the benefit of both the 

systems in order to enhance the cyber security and prevent from the attacks of malware. In 

hybrid synchronization of chaotic systems, one component of the system achieves 

synchronization while the other component achieves anti-synchronization, resulting in the 

coexistence of full synchronization (CS) and anti-synchronization (AS) inside the system. The 
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simultaneous presence of CS (Cryptographic Systems) and AS (Authentication Systems) is very 

advantageous in ensuring secure communication and disorderly encryption schemes [44], [45], 

[46]. The Hybrid chaotic system types: 

a. Hybrid Lorenz-Rossler System 

As the name suggests, it is a hybrid system that combines the characteristics of both the 

systems, Lorenz and Rossler system. The technique for achieving synchronization between two 

chaotic systems is attainable in certain chaotic systems. This enables the new pathways to 

explore chaos theory. It merges the butterfly effect of Lorenz and dynamic effects of Rossler 

system [47], [48], [49]. It is represented through equation: 

𝑑𝑥

𝑑𝑡
= −𝜎𝑥 + 𝜎𝑦

𝑑𝑦

𝑑𝑡
= 𝑟𝑥 − 𝑦 − 𝑥𝑧

𝑑𝑧

𝑑𝑡
= 𝑥𝑦 − 𝑏𝑧 + 𝑎(𝑧 − 𝑐)

 

Here, σ, r, b, a, and cc are parameters derived from both the Lorenz and Rossler systems, 

illustrating how elements from each can be integrated. The exact formulation can vary based 

on the specific objectives of the hybrid system design. 

b. Hybrid Hénon-Logistic Map  

The Hybrid Hénon-Logistic Map Systems are like the all-stars of chaotic systems, 

blending the intricate dance of the Hénon Map with the wild mood swings of the Logistic Map. 

This combo pack not only brings more chaos to the party but also expands the types of chaotic 

behaviors we can study. By merging the spatial twists and turns of the Hénon Map with the 

unpredictable timing of the Logistic Map, this hybrid creates a powerhouse tool for diving deep 

into the weird and wonderful world of non-linear dynamics[50], [51], [52]. 

A conceptual representation of the Hybrid Hénon-Logistic Map might be expressed as: 

𝑥𝑛+1 = 1 − 𝑎𝑥𝑛
2 + 𝑦𝑛 + 𝑟(1 − 𝑥𝑛)𝑥𝑛

𝑦𝑛+1 = 𝑏𝑥𝑛
 

where a and b are the parameters of the Hénon Map, and r adjusts the influence of the 

Logistic Map, integrating the effects of both systems into a unified dynamic model. 
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c. Chaotic Neural Network  

The Hybrid Chaotic Neural Network is a cutting-edge creation that marries the 

adaptability and learning prowess of neural networks with the wild unpredictability of chaotic 

systems. Picture a neural network—those layers of artificial neurons learning patterns and 

making predictions. Now, imagine injecting the erratic pulse of chaotic dynamics straight into 

this network's veins. That's what we're talking about here. 

These networks aren't just your average smart systems; they take things up a notch. By 

embedding chaotic maps or behaviors into the neural architecture itself, these networks become 

super sensitive to even the tiniest changes in initial conditions and parameters. It's like they 

have a hyper-awareness of their environment, which can dramatically influence their 

computations and outputs[25], [45], [46]. 

A conceptual equation for a Hybrid Chaotic Neural Network could be framed as: 

𝑥𝑖
(𝑛+1)

= 𝜎 (∑  

𝑁

𝑗=1

𝑤𝑖𝑗𝑓(𝑥𝑗
(𝑛)

) + 𝜃𝑖 + ℎ (𝑔(𝑥𝑖
(𝑛)

))) 

Where 𝑥𝑖
𝑛 is the state of neuron i at time step n, wij are the synaptic weights, θi is the bias, 

σ is the activation function, f represents the chaotic map integrated into the network, g is a 

transformation function, and h adds an additional layer of chaotic behavior, potentially through 

another chaotic map or mechanism 

Figure 13: Hybrid Chaotic System for Generating Binary Numbers for Generating Binary 

Numbers in General 
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9. Related Work 

The growing proliferation of cyber dangers has rendered powerful cryptographic systems 

indispensable for networking and data exchange. Chaotic maps are being emphasized as one of 

the major approaches for generating cryptographic keys among many methodologies. This 

section of the study examines current works that have made major contributions to the area of 

key generation based on chaotic maps, with the aim of improving cybersecurity[53]. 

Ghayad et al. [54] introduced a novel random key generator form by combining the Two-

Dimensional Hénon map and the Two-Dimensional rational Map. The fundamental procedure 

of the proposed generator involved transforming the output of the two chaotic maps into 64-bit 

values and combining them using the XOR operation and other mathematical processes. The 

NIST test group examined the random sequences generated by the key and also used 

conventional statistical techniques for analysis. 

Wang et al. [55] studied that in several practical applications, such as chaotic secure 

communication and chaotic pseudorandom sequence generators, a significant quantity of 

chaotic systems were found to be essential. Due to the absence of a systematic construction 

theory, the creation of chaotic systems mostly relies on the comprehensive exploration of 

systematic parameters or starting values, particularly for a category of dynamical systems that 

include concealed chaotic attractors. The study examined a specific category of chaotic maps 

known as quadratic polynomial chaotic maps and presented a comprehensive approach for 

creating such maps. The polynomial chaotic maps described in the study adhered to the Li-

Yorke definition of chaos. This approach effectively regulated the magnitude of chaotic time 

series with precision. By conducting an examination of the fixed points' existence and stability, 

it was proven that quadratic polynomial maps of this kind were incapable of possessing 

concealed chaotic attractors. 

Huang et al.[29] introduced a novel system that combined the three-dimensional Chen 

chaotic system with a chaotic technique. The study demonstrated that this new system met the 

criteria for chaos as defined by Wiggins. The complexity tests explained that the output of this 

new system surpasses the complexity of any dimensional variable in the Chen system. A novel 

Pseudorandom Bit Generator (PRBG) that was built and  a coding procedure was used to 

standardize the sequences. The results showed that the produced PRBS exhibited excellent 

randomization properties and robustness against various assaults, while also achieving high 

practical speed. 
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The digital information is efficiently delivered over various communication channels with 

great speed. The digital realm is rapidly advancing and has become a crucial component of our 

everyday existence. Regarding the matter at hand, pertaining to the confidentiality of this digital 

information. One of the essential problems is that information is sent across an unsecured route 

of communication. The digital information is stored in many web databases. The study of Tariq 

et al.[28] analyzed the Logarithmic based picture encryption system and examined any possible 

vulnerabilities in its key security by using a public key to get the private key.  

Furthermore a method based on chaos that offers enhanced security was proposed in the 

study. The Lorenz system was used in a projected mechanism that was highly responsive to 

beginning circumstances and chaotic parameters. The suggested approach was then verified by 

using existing security performance standards. In order to assess the level of security against 

various cryptographic assaults, statistical studies such as entropy and correlation between 

pixels, as well as differential analyses including the number of changing pixel rate (NPCR) and 

the unified averaged changed intensity (UACI) were assessed. To counter brute force assaults, 

key sensitivity analysis and key space analyses were also conducted. The suggested encryption 

system was examined for randomness using entropy and NIST randomness suit tests. In 

addition, a comparative analysis of our modified confidentiality scheme with current 

benchmarks was carried out, which indicated that encryption approach in the study was very 

suitable for ensuring the security of digital multimedia.Study of Li et al.[56]  presented a 

predictive analytic method based on deep learning (DL) to assess the security of a non-

deterministic random number generator (NRNG) that utilizes white chaos. The temporal pattern 

attention (TPA)-based deep learning (DL) model was used to study and learn from the data 

obtained from both phases of the non-linear random number generator (NRNG): the chaotic 

output data of an external-cavity semiconductor laser (ECL) and the final output data of the 

NRNG. The findings of the ECL stage indicated that the model effectively identified underlying 

correlations resulting from the time-delay signature. Upon the implementation of optical 

heterodyning on two chaotic External Cavity Lasers (ECLs) and minimum further processing, 

the model failed to identify any patterns in the relevant data. It showed that the NRNG has 

robust resistance against the prediction model. Before these works, the model's strong 

predictive capacity was examined and shown by applying it to a random number generator 

(RNG) that utilized the linear congruential technique. The study indicated that the deep 

learning-based prediction model is anticipated to provide an effective enhancement for 

assessing the security and quality of random number generators. 
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In a study by Sudeepa et al.[57], the researchers explored the use of a Linear Feedback 

Shift Register (LFSR) to generate a non-binary pseudo-random key sequence. To extend the 

length of the sequence beyond the typical maximum length of an LFSR, they developed a hybrid 

model that combined an LFSR with a Genetic Algorithm (GA). The primary goal of this 

approach was to surpass the inherent length limitations of a standalone LFSR.The researchers 

performed statistical tests to evaluate the randomness of the key sequence generated by their 

hybrid model. Subsequently, the generated key sequences were employed for cryptographic 

applications, and their performance was assessed. The study's findings concluded that the 

proposed method successfully produced key sequences that exceeded the maximum length 

achievable by a conventional LFSR.Furthermore, the statistical tests confirmed the 

homogeneity and independence of the data within the generated key sequences. The results 

demonstrated that these longer key sequences exhibited suitable characteristics for 

cryptographic purposes. Notably, the study highlighted that increasing the length of the key 

sequence can effectively strengthen the underlying cryptographic technique. 

In their study, Moysis et al. [58] proposed a variant of the traditional logistic map by 

incorporating fuzzy triangular numbers. The analysis of this modified map involved examining 

its Lyapunov exponent and bifurcation diagrams. Compared to the traditional version, this 

variant exhibited increased complexity, displaying phenomena such as ant monotonicity and 

crisis behavior. 

Subsequently, the researchers utilized this modified logistic map to address the challenge 

of generating pseudo-random bit sequences. They employed a straightforward method to 

produce the bit sequence from the map's output. The generated random bit generator underwent 

statistical testing by the National Institute of Standards and Technology (NIST) and 

successfully passed these tests 

To further validate their approach, the researchers applied the generated bit sequence for 

image encryption purposes. It is well-established that the entropy of an encrypted image should 

approximate a value of 8 for optimal security. In their experiments, the original image had an 

information entropy of 7.4450, while the encrypted version exhibited an entropy of 7.9670. 

This higher entropy value for the encrypted image, being closer to the target of 8, suggested 

that the encrypted information was more secure against entropy-based attacks. 

The study by Moysis et al. demonstrated the potential of incorporating fuzzy logic 

concepts into chaotic maps, resulting in enhanced complexity and improved performance for 

applications such as pseudo-random bit generation and image encryption. Data encryption 
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greatly benefits from the application of chaotic dynamics, as demonstrated by Lawnik et al[17] 

in their study on the M-map. This research delves into the M-map’s dynamics, analyzing its 

fixed points, bifurcation diagram, and Lyapunov exponents. The findings reveal that the map 

displays robust chaos, indicated by Lyapunov exponent values ranging from ln2 to ln4, which 

underscores its potential for secure encryption algorithms. The study goes further by 

introducing a new image encryption technique that incorporates cyclically shifting S-boxes to 

manipulate pixel positions, enhancing security by reducing predictability. This method also 

strategically places encrypted pixels at the start or end of the cipher image to maximize entropy 

and minimize correlation between adjacent pixels. 

The effectiveness of this approach is evidenced by the impressive encryption metrics 

reported: entropy values nearing 8, pixel correlation values approaching zero, and high rates of 

pixel change (NPCR) and average intensity change (UACI). These metrics confirm the 

encryption's strength, making the M-map a promising tool for cryptography, especially in 

securing digital images against unauthorized access.  

According to the study of Menon et al.[59] this research  employed a unique 2D chaotic 

function that demonstrated a consistent branching pattern over a wide variety of parameters and 

demonstrated significant degrees of chaotic activity. This function was used to create a random 

sequence, which was then employed to encrypt the input data. The suggested approach 

employed a genetic algorithm to optimize the parameters of the map in order to improve the 

security of any given textual data. many evaluations confirmed a sufficiently vast key space 

and the presence of many global optima, highlighting the requirement and security offered by 

the proposed system.  

Rahman et al. [60] aimed to address the delay latency needed for safe encryption and 

decryption, the suggested technique recommends modifying both the key-origination matrix 

and the S-box. It is likely that the time it takes to send a plain-text message is proportional to 

the length of the message, but the length of the message is not proportional to the likelihood of 

a letter being in the message. The current endeavor in the study is to understand how the 

increase in seeming disorder leads to the desired activation of the key before transmitting a 

message. Several initiatives have emerged advocating for the use of lightweight block ciphers 

as a viable alternative for safeguarding the Internet of Things. Currently, it has been possible to 

envision the privacy-preserving aspects of smart and sensor-oriented appliances as a widely 

applicable framework. Various methodologies are prone to inefficiency when it comes to 

achieving the appropriate level of security, given the ease and simplicity of the procedure. 
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Enhancing the well-recognized symmetric key and block-dependent technique by including 

either a chaos-driven logistic map or an elliptic curve has shown significant promise for 

ensuring confidentiality in real-time communication. The logistic maps are known for their 

unpredictability and randomness, which make them suitable for dynamic key propagation in 

synchronization with chaos and scheduling techniques to ensure data integrity. Any little 

changes in encryption keys might result in significant deviations and could compromise data 

secrecy. In the future, there may be a need to minimize the time it takes to send data between 

participating nodes, which might provide a hurdle. Massive MIMO is a very promising 

technique for the implementation of fifth and subsequent generations of mobile communication 

networks. Generalized Spatial Modulation (GenSM) in huge MIMO systems offers significant 

promise in terms of increasing channel capacity, reducing bit error rate, and improving spectral 

efficiency. The main considerations in the implementation of these networks are on their 

security. Physical layer security (PLS) is a developing solution for security issues in future 

networks, serving as a substitute for standard cryptographic security procedures. This kind of 

security architecture is based on the information-theoretic features of wireless networks. In the 

age of powerful eavesdroppers with sophisticated technologies like quantum computing, it 

provides enhanced security.  

The current PLS key generation approaches are compromised in terms of secrecy because 

of the slow and inefficient communication channel settings. The study of Tamilselvan et al.[61] 

presented a method for generating encryption keys at the physical layer using deep learning. 

The method utilized a neural network that is modeled using Chua's chaotic dynamics. The 

suggested approach has the capability to generate keys that are very safe. The study introduced 

a new and innovative transmitter and receiver system with dual key functionality for PLS. The 

study was conducted using the secrecy parameters of secrecy rate and secrecy outage 

probability to assess the performance of the proposed system. The simulation results confirmed 

the superiority of the proposed approach over the Chaotic Antenna index Three-dimensional 

Modulation and Constellation Points Rotated (CATMCPR) method and traditional massive 

MIMO. Additionally, the simulation findings indicated a substantial decrease in Eve's 

eavesdropping capability when compared to the most advanced systems. Conversely, Bob's 

resources are seeing substantial improvement. Eve has a significant Bit Error Rate (BER) when 

the Signal-to-Noise Ratio (SNR) reached 42 dB. In contrast, the CATMCPR technique and the 

Bean Division Multiple Access (BDMA) based PLS have a similar range of SNR values, with 

the CATMCPR method having a range of 36 dB and the BDMA based PLS having a range of 
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28 db. As a result, the proposed system had a secrecy rate that was three times greater than 

standard massive MIMO and about a 15% improvement compared to the CATMCPR approach. 

Wei et al.[62] in their study presented a technique for generating chaotic keys utilizing 

QAM constellation points in an OFDM-PON system. The purpose of this approach was to 

dynamically modify the security key. The suggested technique involved prearranging key 

generation rules between the transmitter and receiver, with the created key being linked to the 

features of the most recent uplink user data. Instead of using the security key for transmission, 

appropriate parameters were used. Research showed that this strategy effectively increased the 

challenge for unauthorized attackers attempting to capture user data and strengthens its 

resistance against exhaustive attempts. Furthermore, it was occluded that using this method did 

not have any notable effects on computational complexity or transmission performance. altering 

the criteria for generating keys, it has been made possible to assess the correlation between the 

size of the key space acquired and the amount of storage space required for keys at both the 

sender and recipient. 

Security is the primary focus in communication during this age of digital technology. An 

innovative key generation method was suggested by Nalini et al.[63] for the purpose of picture 

encryption. The proposed study utilized a hyper chaotic map and DNA sequences for its 

execution. The Beta chaotic function was used to achieve hyper chaotic behavior, and 

scrambling had been further utilized to intensify chaos, hence enhancing key security. The 

scrambled picture faced DNA addition and complement processes, which enhanced the level 

of complexity of the system. Ultimately, the cryptographic key was produced by the use of 

SHA256, enabling its application in the encryption of images. Multimodal sensing was used to 

augment security and precision. The simulation findings demonstrated that the key obtained via 

the utilization of a hyper-chaotic functionality and DNA addition was exceedingly sensitive and 

secure. Various techniques were used to assess the robustness of the produced key, hence 

demonstrating the algorithm's resistance to key sensitivity analysis, entropy of information 

analysis, and correlation coefficient analysis.  

Shah et al.[64] proposed an approach that employed 3-D chaotic sequences to rearrange 

the audio data points in order to accomplish the diffusion feature. In the confusion module, the 

audio data sequence was originally separated into 8-bit and 7-bit sequences. Afterwards, the 

individual sequences were replaced with distinct replacement boxes of high quality. These 

substitution boxes were created via a Mobius transformation over Galois fields. The proposed 

encryption technique was used on a range of audio files with varying sizes and character 
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compositions. The testing findings have shown that the suggested technique was capable of 

ensuring the security of all types of audio data.  

According to the study of Saber et al., [10] discussed that The Lemniscate chaotic map 

(LCM) offered a broad spectrum of control parameters, eliminating the need for several 

iterations and demonstrated exceptional effectiveness in the process of carrying out 

randomization test. This study introduced a low power hardware model of LCM, known as 

practical lemniscate chaotic map (P-LCM), which utilized trigonometric identities to simplify 

the standard model and decreased its complexity. The hardware model wass created and 

implemented on the field programmable gate array (FPGA) board, namely the Spartan-6 

SLX45FGG484-3. The suggested model demonstrated a significant decrease of 48.3% in 

resource utilization and a 34.6% decrease in power consumption compared to the standard 

LCM. In addition, we provided a novel pseudo-random number generator that utilized a low 

power P-LCM model. Randomization experiments were conducted to evaluate the effectiveness 

of the proposed encryption system. Implementation findings demonstrated a significant 33% 

decrease in power usage when using the “Practical" model as opposed to the "conventional" 

approach.  

Many scholars and institutes have recognized the significance and advantages of 

cryptography in enhancing the efficiency and efficacy of many areas of secure communication. 

The study of Al-Hassani[65] utilized an innovative approach to create a safe data cryptosystem 

by using chaos theory. The algorithm generated a 2-Dimensional key matrix with the same 

dimensions as the original image. The matrix was filled with random numbers obtained from a 

1-Dimensional logistic chaotic map using given control parameters. The fractional parts of 

these numbers were then converted into a set of non-repeating numbers using a function. The 

process executed resulted in a large number of unpredictable probabilities, equal to the factorial 

of the number of rows multiplied by the number of columns. The values of numbers were 

subjected to double layers of permutation, including both rows and columns, for a 

predetermined number of stages. Next, the key matrix was XORed with the original picture, 

providing a robust method for encrypting data in many file formats such as text, image, audio, 

video, and more. The results demonstrate that the suggested encryption method shows great 

potential when evaluated on over 500 image samples, based on security metrics. The histograms 

of the encrypted images are significantly flatter compared to the original images. However, the 

average Mean Square Error is quite high at 10115.4, and the Peak Signal to Noise Ratio is very 

low at 8.17. Additionally, the correlation is close to zero and the entropy is approximately 8 

(7.9975).  
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Erkan et al. [19] introduce a image encryption scheme leveraging a chaotic log-map deep 

convolutional neural network (CNN) model for key generation and bit reversion operations, 

aimed at bolstering security against a variety of cryptographic attacks and enhancing encryption 

performance. Through comprehensive analysis across several metrics—key space, key 

sensitivity, information entropy, histogram correlation, and resistance to differential, noisy, and 

cropping attacks—the scheme's robustness and efficiency in protecting images are 

demonstrated. The scheme's resilience is underscored by its performance against diverse 

attacks, affirming its high security for image encryption. Key space analysis reveals that a key 

length exceeding 10120, derived from deep CNN-generated SHA 512, ensured security, 

effectively negating brute-force attack feasibility. Key sensitivity analysis showcased the 

scheme's acute sensitivity to key variations, with a mean distinctive level of 99.6164% across 

different keys, indicating robust diversity performance. Information entropy analysis further 

validated the encrypted images' randomness, achieving near-maximum entropy values. 

The research work of Churchill et al.[66] elaborated A novel data-driven numerical 

framework recently created for the learning and modeling of unknown dynamical systems 

utilizing either fully- or partially-observed data. The technique employed deep neural networks 

(DNNs) to create a model for the flow map of the unidentified system. This research utilized 

the framework to analyze chaotic systems, namely the renowned Lorenz 63 and 96 systems. 

With the primary objective to thoroughly evaluate the forecasting accuracy of this technique. 

One notable characteristic of chaotic systems observed was that even the tiniest disturbances 

resulted in significant (but limited) variations in the solution paths. This raised doubts about the 

reliability of long-term forecasts using the approach, or any other data-driven methods, since 

the precision of the local model would gradually decline and resulted in significant inaccuracies 

at individual data points. In this study, several qualitative and quantitative methods were used 

to ascertain the acquisition of chaotic dynamics. The mentioned analyses included phase 

graphs, histograms, autocorrelation, correlation dimension, approximation entropy, and 

Lyapunov exponent. By using these metrics, it was demonstrated that the DNN learning 

approach, which relied on flow maps, effectively represented chaotic systems. The DNNs have 

access to just a portion of the state variables. The model was able to properly reproduce the 

chaotic behavior of the whole system.  

In the study conducted by Zhang et al.[67] it has been proposed that deep learning-based 

physical-layer secret key generation (PKG) has been used to overcome the imperfect 

uplink/downlink channel reciprocity in frequency division duplexing (FDD) orthogonal 
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frequency division multiplexing (OFDM) systems. Current efforts have focused on key 

generation for users in a specific environment where the training samples and test samples 

followed the same distribution, which was unrealistic for real-world applications. The research 

formulated the PKG problem in multiple environments as a learning-based problem by learning 

the knowledge such as data and models from known environments to generate keys quickly and 

efficiently in multiple new environments. Specifically, it was investigated that deep transfer 

learning (DTL) and meta-learning-based channel featured mapping algorithms for key 

generation. The two algorithms used different training methods to pre-train the model in the 

known environments, and then quickly adapted and deployed the model to new environments. 

Simulation and experimental results showed that compared with the methods without 

adaptation, the DTL and meta-learning algorithms both improved the performance of generated 

keys. In addition, the complexity analysis showed that the meta-learning algorithm can achieve 

better performance than the DTL algorithm with less cost, thus enhancubg cryptographic 

security.  

Irfan et al. [68]demonstrated that by using the suggested CoC, the RLM may be modified 

to produce pseudorandom integers that are cryptographically safe. The RLM had a vast and 

disordered range of parameters and demonstrated a positive Lyapunov exponent. However, its 

non-uniform probability distribution of trajectories rendered it unsuitable for cryptographic 

purposes. Therefore, the use of CoC in RLM results in an output sequence that is evenly 

distributed. The proposed design of the CSPRNG underwent evaluation utilizing the NIST 800-

22 tests. The correlation, key-sensitivity, and key-space statistical analysis demonstrated that 

the extensive parameter space of RLM provided a sufficiently long key length and key space to 

effectively withstand all known assaults. Therefore,  suggested modified RLM (MRLM) had 

the potential to be used in diverse cryptographic applications such as image processing, 

telemedicine, electronic payment systems, computing, text encryption, personal information 

security, biometrics, and military applications, among others. 

Al-Saadi et al.[46] targeted a hybrid chaotic key generator (HCKG) that utilized the 3D 

Lorenz and 2D Henon maps to produce a highly randomized key. This key is then combined 

with the LED to provide a strong degree of encryption on devices with limited resources. 

To enhance the complexity of the ciphertext, simple procedures were used to derive 

subkeys from the HCKG every four rounds. These subkeys were then XORed with the state. In 

addition, using the HCKG with subkeys enable to reduce the overall number of LED rounds 
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from 32 to 24, therefore minimizing computational expenses while still maintaining a robust 

degree of security.  

The National Institute of Science and Technology (NIST) test suite confirmed that the 

proposed LED-HCKG exhibited a significant performance improvement of around 0.3283 

compared to LED in terms of data integrity and confidentiality.  

Li et al.[41] delves into the use of artificial neural networks (NNs) as models of chaotic 

dynamics. The research validated the effectiveness of neural networks (NN) in replicating 

chaotic behavior. It demonstrated that a concise NN trained on a limited number of data points, 

can successfully recreate odd attractors, make predictions beyond the bounds of the training 

data, and properly estimate local divergence rates. These geometric procedures demonstrated 

topological mixing and chaos, clarifying why neural networks are inherently well-suited to 

simulate chaotic processes. 

Table 1: The Studies in Chaotic Map 

 Year Author(s) Aim of Study Key Results 

1.  2019 Ghayad  et al. 

To design a new 

random key generator 

using a combination 

of the Two-

Dimensional Hénon 

Map and Two-

Dimensional Rational 

Map, enhancing 

encryption security. 

- Successfully passed NIST tests, 

indicating high randomness. 

-Demonstrated a large keyspace 

capable of resisting brute-force 

attacks. 

-Showed high key sensitivity and 

security against differential 

attacks. 

-Favorable speed performance for 

encryption applications. 

2.  2019 Wang et al. 

Introduce a method 

for constructing 

quadratic polynomial 

chaotic maps with 

controllable amplitude 

for cryptographic 

applications. 

- Systematic method for creating 

new chaotic maps. 

- Proved the absence of hidden 

chaotic attractors. 

- Demonstrated effectiveness 

through examples and simulations. 

- Extended methodology to high-

degree polynomial chaotic maps. 

3.  2019 Huang et al. 
To develop a PRBG 

using a three-

- Generated sequences with high 

complexity and good randomness. 
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dimensional Chen 

chaotic system mixed 

with chaotic tactics 

for cryptographic 

security. 

- Successfully passed NIST test 

suite for randomness. 

- Proposed coding algorithm 

ensures sequence uniformity. 

- Demonstrated potential for secure 

cryptographic applications. 

4.  2020 Tariq et al. 

To analyze and 

enhance the security 

of a logarithmic 

public key encryption 

algorithm by 

integrating a chaotic 

Lorenz system. 

- Successfully passed NIST 

randomness tests 

- Demonstrated high randomness 

and large keyspace. 

- Showed strong resistance to 

differential attacks (high NPCR 

and UACI scores) 

- Competitive speed performance 

for practical applications 

5.  2020 Li et al. 

To analyze the 

security of an NRNG 

using white chaos 

with a DL-based 

predictive analysis. 

- Detected correlations in ECL 

stage data, indicating potential 

security risks. 

- Found no patterns after optical 

heterodyning, showing strong 

NRNG security. 

- Highlighted the effectiveness of 

DL in RNG security evaluation. 

6.  2020 Sudeepa et al. 

Enhance big data 

security with a novel 

key generation model 

using permutation 

function and chaotic 

selection. 

- Successfully passed NIST tests, 

indicating high randomness. 

- Demonstrated potential for use in 

cryptological encryption and data 

hiding. 

- Efficiency of chaotic systems in 

enhancing key security 

highlighted. 

7.  2020 Moysis et al. 

Enhance the logistic 

map's chaotic 

behavior using fuzzy 

numbers for secure 

pseudorandom 

- Increased map complexity and 

higher Lyapunov exponent. 

- RBG passed NIST randomness 

tests. 
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number generation 

and image encryption. 

- High security of encrypted 

images confirmed by statistical 

analyses. 

8.  2020 Lawnik et al. 

Introduce and analyze 

the M-map for chaos-

based cryptography, 

developing a new 

image encryption 

algorithm. 

- Robust chaos without periodic 

windows. 

- Proposed encryption algorithm 

shows high security based on 

entropy, correlation, NPCR, and 

UACI analyses. 

- Demonstrated superiority of M-

map over traditional chaotic maps 

in cryptography. 

9.  2020 Menon et al. 

Propose a text 

encryption method 

using a 2D chaotic 

function optimized 

with a genetic 

algorithm. 

- Effective generation of random 

sequences for encryption. 

- Optimization of chaotic map 

parameters for enhanced security. 

- Demonstrated robustness through 

chaotic behavior analysis. 

- Offers a novel encryption method 

leveraging chaos theory and 

genetic algorit 

10.  2021 Rahman et al. 

To enhance AES-

driven IoT security 

with a new key 

generation technique 

using chaos theory 

and the logistic map. 

- Introduced 3DKGM for complex 

key generation. 

- Preserved data integrity in 

sensitive IoT applications. 

- Empirical evaluations justify 

improved security strength. 

- Addressed and proposed 

solutions for latency challenges in 

encryption/decryption processes. 

11.  2021 Tamilselvan et al. 

To develop a CDNN-

based PLS protocol 

for GenSM aided 

massive MIMO 

systems, enhancing 

key generation for 5G 

security. 

- Significantly increases secrecy 

rate. 

- Introduces deep learning 

techniques for information 

reconciliation and privacy 

amplification. 
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- Achieves superior performance 

against eavesdropping, with a 

notable improvement over 

conventional and CATMCPR 

methods. 

- Proposes a novel dual key 

transmitter and receiver for 

enhanced PLS. 

12.  2021 Wei et al. 

To propose a dynamic 

chaotic key 

generation method for 

OFDM-PON systems, 

enhancing security 

against eavesdropping 

and exhaustive 

attacks. 

- Enhanced security and resistance 

to attacks. 

- Maintained computational 

efficiency and transmission 

performance. 

- Demonstrated high sensitivity to 

initial conditions and parameter 

changes for secure key generation. 

- Provided a method for balancing 

key space and storage 

requirements. 

13.  2021 Nalini  et al. 

To develop a secure 

key generation 

algorithm for image 

encryption using 

hyper-chaotic maps 

and DNA sequences. 

- High sensitivity and protection of 

the generated keys confirmed by 

various analyses. 

- Utilization of multimodal 

biometrics for enhanced security 

and accuracy. 

- Proved resistance to attacks, 

suitable for securing digital 

communication. 

14.  2021 Shah et al. 

To introduce a novel 

3-D chaotic system 

for digital audio 

security and propose a 

lossless audio 

encryption scheme. 

- Demonstrated enhanced chaotic 

behavior and dynamic properties. 

- Successfully encrypted various 

audio files, showing robustness 

against attacks. 

- Comprehensive security analysis 

validated the scheme's 

effectiveness and security. 
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15.  2021 Saber et al. 

Develop a low power 

P-LCM and introduce 

a PRNG based on it 

for cryptographic 

applications. 

- Achieved significant reductions 

in power consumption and 

resource use on FPGA. 

- Developed PRNG passed NIST 

SP800-22 randomization tests. 

- Demonstrated the potential for 

chaotic maps in low power 

cryptographic applications. 

16.  2022 Al-Hassani 

To propose a novel 

cryptosystem using 

chaotic logistic maps 

for generating a 2D 

key-matrix image, 

enhancing file 

encryption security. 

- High MSE and low PSNR values 

confirm strong encryption. 

- Near-zero correlation and entropy 

close to 8 indicate high 

randomness and security. 

- Demonstrated robustness and 

versatility across various image 

samples. 

17.  2022 Erkan et al. 

To introduce a secure 

image encryption 

scheme based on a 

chaotic logarithmic 

map and deep CNN 

for key generation. 

- Passed multiple security analyses 

with high marks, indicating strong 

encryption. 

- Demonstrated resistance to brute-

force, differential attacks, and 

more. 

- Showed competitive speed, 

suitable for practical applications. 

18.  2022 Churchill et al. 

To develop a 

framework for 

modeling unknown 

dynamical systems, 

particularly chaotic 

systems, using DNNs 

based on fully or 

partially observed 

data. 

- Successfully modeled chaotic 

dynamics with limited 

observations. 

- Used comprehensive measures to 

validate the effectiveness of DNN 

models. 

- Showed potential for predicting 

high-dimensional chaotic systems 

with sparse data. 

19.  2022 Zhang et al. 

To enhance PKG in 

FDD-OFDM systems 

using DTL and meta-

learning, addressing 

- Introduced DTL and meta-

learning for efficient key 

generation. 
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the challenge of 

channel reciprocity 

across multiple 

environments. 

- Demonstrated significant 

performance enhancements in new 

environments. 

- Conducted complexity and 

security analyses, validating the 

approach's feasibility and 

robustness. 

- Practical validation through 

experimental evaluation, 

showcasing real-world 

applicability. 

20.  2022 Irfan et al. 

To generate 

cryptographically 

secure random 

numbers using a 

modified robust 

logistic map with 

control of chaos. 

- Successfully passed NIST 800-22 

tests, indicating suitability for 

cryptographic applications. 

- Enhanced binary distribution 

balance through CoC, improving 

cryptographic security. 

- Demonstrated the effectiveness 

of chaotic systems in 

cryptographic key generation. 

21.  2023 Al-Saadi et al. 

Enhance LED 

security for resource-

constrained devices 

using a hybrid chaotic 

key generator based 

on 3D Lorenz and 2D 

Henon maps. 

- Significant performance 

improvement in data integrity and 

secrecy. 

- Reduced total encryption rounds 

from 32 to 24, minimizing 

computational costs. 

- Successfully passed NIST tests, 

demonstrating unpredictability and 

robustness. 

- Increased ciphertext complexity 

and vast keyspace, enhancing 

security against attacks. 

22.  2023 
Ziwei Li and Sai 

Ravela 

To theoretically 

explore and 

demonstrate how 

neural networks can 

model chaotic 

- Efficiently emulated chaos with 

limited training data. 

- Introduced a geometric 

interpretation of neural network 

operations essential for chaos. 
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10. Conclusion  

The comprehensive review of chaotic map-based cryptographic key generation 

techniques underscores the significant advancements and innovative approaches developed to 

enhance digital security. The studies reviewed reveal a diverse array of methods leveraging 

chaos theory and its inherent unpredictability to fortify cryptographic systems against 

increasingly sophisticated cyber threats. Notably, the integration of chaotic maps, whether 

traditional or hyper-chaotic, has emerged as a pivotal strategy in generating robust 

cryptographic keys, demonstrating superior performance in terms of randomness, 

unpredictability, and resistance to cryptanalytic attacks. 

refine how chaotic maps produce cryptographic keys, ultimately improving both security 

and reliability. Its insights have broad relevance, from protecting personal data and financial 

transactions to securing countless connected devices. By making secure encryption more 

accessible and effective, the research supports a safer, more trustworthy digital environment for 

everyone. 

The employment of chaotic dynamics, characterized by sensitivity to initial conditions 

and deterministic chaos, aligns perfectly with the cryptographic need for keys that are both 

secure and efficient. Moreover, the exploration of hybrid chaotic systems and the adaptation of 

neural networks to model chaotic behavior further illustrate the field's direction towards 

employing *complex systems to achieve higher security standards. These methodologies not 

only enhance the cryptographic key generation process but also contribute to the broader 

discourse on securing digital communication and data integrity in an era marked by pervasive 

cyber vulnerabilities. 

 

 

 

dynamics from a 

geometric 

perspective. 

- Demonstrated topological mixing 

in neural networks as a basis for 

chaos. 

- Showed that low complexity in 

neural networks is effective for 

modeling chaotic systems. 
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Abstract 

Sophisticated messaging networks require many advances in source priority applications that can be suggested 

to multiple clients. Although peripheral equipment is increasingly "used," nearby and accessible supplies cannot 

cope with the necessities of such applications. Figure 5 shows various kinds of shapes used to stabilize the 

internal alloy cells of the honeycomb model candidate for use in the experimental design. The idea of offloading 

cloud computing, such as reconstructing edge computing capabilities near branch machines at the edge of the 

network, has been recommended. In this study, an analysis will be presented on how well the edge and/or cloud 

integrates with the task offloading problem. Particular emphasis is placed on training the AI using optimal 

command moves that can be used to achieve the goals, imperatives, and various dynamic states of the start and 

end execution technique. A virtual environment will be simulated for the most important offloading operations 

to the cloud network along the application of machine learning techniques to classify the most important 

commands and instructions within the network to harmonize them with the units and parties of the cloud 

computer network. The classification efficiency of the data models used and the unpacking of tasks reached 

99%, with an error rate not exceeding 0.15%. 

Keywords: Smart Homes, Artificial Intelligence, Intensity Sensors, Light Sensors, Shrewd Applications, 

Brilliant Home, Artificial Neural Networks (ANN) Internet of Things (IoT). 
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1. Introduction 

Because of the fast improvement of remote correspondence innovations, expanded 

reality, voice acknowledgment, picture acknowledgment, and mobile medical care are only a 

couple of the undeniably asset escalated and latency-sensitive applications and administrations 

that have arisen. These mobile applications have essentially expanded the interest for cloud-

based registering and stockpiling resources for remote gadgets, normally given by cloud 

servers. Nonetheless, when errands are offloaded to the cloud, there is a ton of transmission 

inactivity since cloud servers are ordinarily sent over significant distances. As a result of this, 

mobile edge figuring, or MEC, is viewed as a powerful methodology for managing this issue. 

By conveying disseminated processing capacities at the edge of the far off association, MEC's 

focal standard is met. Remote gadgets can alleviate the issue of inadequate computational 

resources, speed up calculations, and ration energy by offloading them to edge servers. Perhaps 

of MEC's most significant innovation, calculation offloading, resolves the issues of restricted 

resources and low handling efficiency by appointing calculation serious assignments to MEC 

has at the network's edge. The course of errand offloading is affected by a few things, including 

the nature of remote correspondence and the resources accessible for calculation. In any case, 

forceful offloading of computational undertakings to edge servers will go along info transfer 

capacity in the network framework. The serious congestion in the uplink remote channel will 

essentially expand the transmission delay. Figure 1 shows a worked on variant of the 

Framework model for a MEC network with various WDs [1-3]. 

 

         Figure 1: Cloud computing Offloading mechanism structure. 

The vital issue of edge offloading is the means by which to settle on the most ideal choice. 

Calculation offloading and resource allocation are normally planned as blended whole sum 

programming nonlinear programming issues together. Heuristic or guess algorithms are the 

groundwork of most of the ongoing arrangements. Such arrangements, then again, depend on 
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exact numerical models and master information. At the point when the MEC climate 

transforms, it frequently takes another begin to change the numerical models, which prompts 

wasteful offloading choices. These approaches have a generally elevated degree of 

computational intricacy. Therefore, fostering a period differing MEC network that utilizes a 

calculation of low intricacy stays a test. Offloading choices have as of late seen broad reception 

of deep learning. Deep learning offers a promising answer for the previously mentioned 

challenges on the grounds that a neural network is a black-box model that doesn't require exact 

master information or exact numerical models. Along steady experimentation, deep 

reinforcement learning figures out how to take care of intricate issues like chess, astute robot 

control, and computer games. Computational offloading in light of deep Q-learning (DQL) [4-

7], which discretizes the state/activity space and uses web based figuring out how to upgrade 

choices with respect to computational offloading and framework resource optimization, as of 

now gets the most exploration consideration. Anyway, the discretization of consistent factors 

restricts the introduction of DQL and isn't sensible for overseeing high-layered movement 

spaces. Moreover, most of these methodologies depend on static, intelligent MEC conditions 

that give adequate preparation tests to neural networks. While joining to another scene, it is 

hard to assemble adequate preparation tests once the MEC scene has changed. Notwithstanding, 

given the dynamic idea of the offloading task, it is as yet worth researching how to combine 

with little examples to another scene rapidly. [5-10].  

The literature contains a couple of studies on dynamic MEC networks. Huang and others 

[11-15] utilized time-differing remote channel gains and weight factors of computational tasks 

to create dynamic MEC situations and recommended a meta-learning-based calculation 

offloading (MELO) calculation to deliver a general model that can be quickly adjusted to new 

task situations involving few preparation tests in MEC situations. Wang and others [12-18] 

suggested a meta-reinforcement learning-based strategy to increment preparing efficiency and 

reduction test dependence and built dynamic task situations with various geographies. 

Unfortunately, the framework's energy utilization to accomplish low latency is overlooked in 

this exploration. Furthermore, the computational offloading calculation's meta-learning-based 

preparing operation is tedious. Furthermore, another model should be created to calculate the 

gradient at each preparation. 

1.1. Offloading in Cloud Computing Networks  

A means of giving computing resources and administrations is cloud computing (CC). A 

one-request foundation that empowers clients to get to computational resources at any time and 
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from any location is alluded to as this. Organizations and clients the same advantage from CC 

in three fundamental ways: 1) huge computing resources are promptly accessible upon request; 

2) capacity constantly and discharge depending on the situation; and 3) worked on 

administration and maintenance abilities are given. Along the Web, CC offers clients various 

applications as administrations. We can give Windows Sky blue and Amazon Web 

Administrations (AWS) as instances of public CC. Windows Sky blue is a cloud platform that 

is open and versatile. It offers a few administrations for creating, conveying, and running web 

applications and administrations in cloud data focuses [16]. As an illustration of a public 

computing instrument, AWS offers two models to clients: programming as a help and 

foundation as a help. These administrations license the client to use virtualized resources 

including server ranches. To use unconcerned computing dreams, the computational cloud 

executes an assortment of administration models [15, 16]. By and large, sending parts of 

computationally requesting applications to a far off server is known as "computational 

offloading." For mobile applications, a few calculation offload frameworks with various 

methodologies have as of late been suggested. To put it another way, offloading, otherwise 

called accelerating, is the method involved with moving computing tasks to PCs or frameworks 

that are made to do specific tasks more quickly than programs running on a broadly useful 

computer chip could. Thus, offloading is the most common approach of moving whole mobile 

applications or simply aspects of them to the cloud for quicker calculation [17-20]. Regularly, 

requests from clients running applications that point of interaction with the server utilizing 

frameworks are taken care of by specific servers (normally running a virtual machine). These 

servers choose to offload in view of various measures to lessen power utilization and 

additionally further develop execution. While utilizing frameworks and the cloud, security, 

execution, bandwidth, and cost ought to be generally considered for a successful offloading 

operation. The shortfall of a standard offloading framework, cross-platform compatibility, 

various network conditions, latency, and operating costs like bandwidth and capacity are extra 

obstructions. Also, in Table 1, a comparison of MEC and MCC has presented [18-20]. 

Table 1: MCC with MEC comparison [20] 
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1.1.1. The Markov Decision Process Data Dump 

Also called Finite Horizon Markov Decision Process (FHMDP). On the basis of the Finite 

Horizon Markov Decision Operation, we present two mobile data offloading strategies in this 

section. Our goal is to make it as cheap as possible to communicate mobile data with varying 

delay sensitivity across a variety of wireless networks, including the cellular network, the WiFi 

network, and D2D communication [16-22].  

1.1.2. System Structure 

Our model to further develop mobile cloud data offloading is introduced in this part. One 

could consider in such model that mobile devices could get to cloud administrations along 

different remote networks. (1) Remote network WiFi APs interface remote cloud foundation 

through a wired network and give MS pioneering WiFi communication, like WLAN; (2) A 

remote network For MS, cell base stations give consistent cell communication, for example, 

4G, and associate by means of wired network to the cloud; (3). The D2D network MHs, like 

MHs An and B in Fig. 2.5. Furnish MS with crafty D2D communication and associate through 

WiFi or cell communication to local WiFi APs or BSs. Mobile partners are chosen to act as 

data suppliers for mobile endorsers in our data offloading model. Utilizing a micropayment 

plan or offering members a lower cost for the help, MNOs can urge MHs to participate in data 

offloading. In this section, we select the miniature installment conspire [18-23], in which MHs 

can participate in data offloading and get rewards. MNO decides the cost of communicating a 

data unit i.e., (4) Subsequent to declaring the cost to mobile clients, MNO chooses MHs from 

those clients who will participate in data offloading and acknowledge the cost. It is critical to 

take note of that this part doesn't zero in on a far reaching examination of this operation. A 

progression of data units make up the mobile data that MS gets from the cloud. MNO has 

proactively decided the data units. Data conveyance involves sending data to MS ahead of the 

cutoff time D, where K is the overallsum of data units and D is the greatest measure of time for 

data transmission. At the point when non-communicated data size k, i.e., the data size which 

has not been identified by MS is zero preceding D, the data conveyance is finished. Commonly, 

MS gets generally mobile data along cell communication without WiFi APs or MHs. 

Nonetheless, MS can decide to get a portion of the data in our model by means of neighboring 

WiFi or D2D communication, which might provide higher data rates at lower communication 

charges [18-25]. 
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Figure 2: The Offloading model for portable scheme [22]. 

MNO decides, in light of data qualities and network execution, whether to send data by 

means of the cell network or offload it to WiFi and D2D networks after getting a data 

conveyance request from MS. The delay normal for compact data — whether or not it is delay 

open minded — decides the chance of offloading. MNO can delay data transmission to improve 

the probability of offloading on the off chance that data is delay-open minded. Since versatile 

data is delay-sensitive, MNOs will not have the option to offload compact data from cell 

networks as frequently otherwise. Furthermore, cell data offloading could abbreviate 

conveyance times for MNOs assuming WiFi and D2D network data rates are higher than cell 

network data rates. The primary thought behind data offloading is to search for chances to 

utilize WiFi and D2D networks by using the versatility of compact clients and the delay 

resistance of convenient data. We expect that MS could get at least one data unit from a cell, 

WiFi, or D2D network inside a time allotment T. At the start of each time allotment, an 

offloading choice, otherwise called choosing a network, is made. The time at which the choice 

to offload is made is indicated by d; The expression for it is choice age. Subsequently, a network 

is picked at every choice age to work during the time allotment [28]. MNO perceives the current 

plan cases, like the location of MS, the size of the non-communicated data, and the locations of 

conceivable MHs, at every choice age. MNO calculates the communication cost for potential 

networks in view of the perceived design state. The MNO then chooses whether to offload data 

to a different network, (for example, the WiFi or D2D network) or to communicate data over 

the cell network. To formulate this issue, we propose a Finite Skyline Markov Choice Cycle in 

this part. The objective is to offload however much versatile data as could be expected with the 

WiFi network and D2D communication to decrease communication costs and meet delay 

limitations. While pursuing sequential choices, for example, remote network determination, the 

Markov choice operation is a successful model. With a finite amount of choice ages, FHMDP 
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is a Markov choice cycle [84]. FHMDP will design data offloading choices at every choice age 

on the grounds that every data conveyance task should be finished by a specific date. The 

FHMDP arranging stage can be utilized in the remote cloud to alleviate MS's significant weight 

of overseeing complex data offloading. It is critical to take note of that the base station and the 

WiFi APs are both stationary, while the MHs are moving inside the base station's inclusion 

region. Because of their versatility, MHs can be viewed as a supplement to WiFi APs.. 

1.2. Problem Statement 

The problem of offloading portable data is formulated as an FHMDP problem in this 

section. The notations used throughout this chapter are displayed in Table 2.3. Portable data is 

initially delivered to one or more MSs in our model via WiFi and cellular networks. D2D 

communication also allows any MH that carries a copy of the data to opportunistically transmit 

it to MSs. MNO will select a remote network for each MS at each decision epoch D2D = f1; 

data of size K must be transmitted by deadline D for each MS according to the presentstate of 

the structure [18-23]. 

. 𝑑 ∈ 𝐷 = {1,… , 𝐷} (1) 

In fact, the mathematics of this strategy is very difficult and complex, as it depends on 

the theories of probability and statistics, and therefore we will try to reduce mathematical 

complexity as much as possible by providing an explanation and clarification of the idea and 

methods used while shortening the mathematical difficulties as much as possible. The following 

is the definition of the model state for multiple MSs and MHs: 

s = (ℳ,ℋ) (2) 

where the sets of states for MSs and MHs are ℳ and ℋ, respectively. In other words and 

More precisely; 

ℳ = {mi, i ∈ {1, … ,M}} (3) 

contains all MS states in which;  

mi = (li, ui, ki) (4) 

Such that, mi , hints at the potential state of MS i; the position of MS, i is indicated by li, 

the client's kind by ui, and the data's size by ki. Also,  ℋ, represents the set that contains all the 

positions of MHs, such that: 
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ℋ = {lj, j ∈ {1, … , N}} (5) 

Such that the position of MH j is lj . 

We simplify by omitting the subscripts i and j of the state components l, u, and k in the 

following section. 𝑙 ∈ ℒ is the state parameter ℒ = {1, … , 𝐿} ; The index of the grid (or position) 

is ℒ, where L is the sum of grids that MSs might reach before D. We assume that the cellular 

network can cover all grids seamlessly. At decision epoch d, all grids are divided into four 

distinct categories based on the sum of WiFi or D2D connections that are possible. The grids 

that are only covered by the cellular network are shown in ℒ𝑑
1  , the grids that are covered by 

both the cellular and WiFi networks are shown in ℒ𝑑
2 , the grids that are covered by both the 

cellular network and D2D communication are shown in ℒ𝑑
3 , and the grids that are covered by 

both the cellular network and D2D communication are shown in ℒ𝑑
4 . ℒ𝑑

2 , ℒ𝑑
3 , and ℒ𝑑

4 .  change 

over decision epoch d because of the mobility of MHs. The state parameter u ∈ 𝒰 = {1, … , 𝑈}; 

The portable client kind (loose delay or tight delay, for example) is represented by 𝒰1, and the 

sum of various client kinds is represented by 𝒰. We think that various kinds of clients have 

various delay needs, which means that various deadlines will apply. We consider two sets of 

client kinds, each with distinct QoS demands, to simplify the model. More specifically, set 

𝒰1 contains delay-sensitive client kinds; Set 𝒰0 contains the other kinds, such as software 

updates. Therefore, U = 𝒰0 ∪ 𝒰1, [20-30] 

We divide the data that needs to be sent into K equal parts; the state variable k ∈ 𝒦 =

{1,… , 𝐾}; The sum of data parts that still need to be sent is called 𝒦. The data delivery operation 

is complete if k = 0 when d ∈ D occurs. 

The action space of MNO in the portable data offloading model is then presented, 

following the definition of the FHMDP model state. MNO selects one of the data transmission 

offloading actions at each decision epoch. The action space contains four actions that 

correspond to four decisions about offloading. Formally, a ∈ 𝒜 action equals 𝒜={1,2,3,4};: 

(1) The waiting action is a = 1. 

MS will hold off until it is possible to receive data from the D2D or WiFi networks; (2) 

(cellular action) a = 2; 3) (WiFi action) a = 3 Moreover, a equals 4 (D2D action): MS can, 

respectively, receive data from a WiFi network, a cellular network, and a D2D connection. 

D2D action occurs when MS is able to access a nearby MH, and WiFi action occurs when 

MS is in WiFi coverage. As a result, the possible actions are influenced by the state parameter 
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l. Additionally, we notice that the portable client kind u has an effect on the possible actions; 

for instance, the D2D action is not possible for delay sensitive data due to the low data rate. 𝒜 

(l; u) ⊆  𝒜. The following is the definition of 𝒜, which represents the set of actions that are 

possible at grid l for data of kind u , [20-30]: 

𝒜(𝑙. 𝑢) =

{
 
 

 
    {1,2}                   𝑙 ∈  ℒ𝑑

1 , 𝑢 ∈   𝒰  

{1,2,3}                𝑙 ∈  ℒ𝑑
2 , 𝑢 ∈   𝒰

 {1,2,4}                 𝑙 ∈  ℒ𝑑
3 , 𝑢 ∈   𝒰0

 

{1,2,3,4}              𝑙 ∈  ℒ𝑑
4 , 𝑢 ∈   𝒰0

}
 
 

 
 

 
 

(6) 

1.3. Computing Structures 

The computing structure is divided into three basic catigories: Local Computing Edge 

Computing Communication Structure which might be explained as below. 

1.3.1. Local Computing 

If the agent decides to operate the mission, um(t), at MD, m, at slot t, then the mission will 

be queued up and processed at subsequent slots for the client, m. We use 𝜑𝑚
𝑙𝑜𝑐(t) to specify the 

time slots sum before um(t) might be completed, and 𝜑𝑚
𝑙𝑜𝑐(t) shows whenever the mission is 

finished or thrown. If it is not finished by the deadline, the following is how 𝜑𝑚
𝑙𝑜𝑐(t) is calculated 

for task um(t): 

𝜑𝑚
𝑙𝑜𝑐(𝑡)  = max

𝑡′∈{0,1,,𝑡−1}
𝐿𝑚
𝑙𝑜𝑐(𝑡′) − t + 1 

 

(7) 

It goes without saying that the preceding tasks, um(t), are dependent on 𝜑𝑚
𝑙𝑜𝑐(𝑡), and once 

all of them have been completed or dropped, um(t) will be processed at t + on t+𝜑𝑚
𝑙𝑜𝑐(𝑡). In 

addition, the overallcalculation delay between reaching the MD, m, and being finished or 

dropped Is represented by on 𝐿𝑚
𝑙𝑜𝑐(𝑡); It is estimated to be [22-35]: 

𝐿𝑚
𝑙𝑜𝑐(𝑡)  = 𝑚𝑖𝑛 {

𝑡 + 𝜑𝑚
𝑙𝑜𝑐(𝑡) +

𝜆𝑚(𝑡)

𝑓𝑚𝜇
𝜉𝑚

− 1,

𝑡 + 𝜋𝑚 − 1

} 

 

(8) 

Where fm represents the MD capacity of CPU processing, m, and xm represents the CPU 

cycles, MD, m, needed for processing unit information [20-26]. 
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1.3.2. Edge Computing 

One could define Ledge, 𝐿𝑚,𝑛
𝑒𝑑𝑔𝑒

(𝑡), um(t) to indicate when a task is executed or dropped by 

the service when it is offloaded to ED n for processing. Until the task processing is finished, 

the figure of Ledge 𝐿𝑚,𝑛
𝑒𝑑𝑔𝑒

 (t) is unclear due to the queue dynamic of ED n and the MD, m. Let 

m, n, and t denote the point at which the task begins to be processed: 

𝐿𝑚,𝑛
𝑒𝑑𝑔𝑒

 (𝑡)  = 𝑚𝑎𝑥 {𝑡, max
𝑡′∈{0,1,,𝑡−1}

𝐿𝑚,𝑛
𝑒𝑑𝑔𝑒 (𝑡′) + 1} (9) 

It is assumed that the MEC servers have sufficient computing power. As a result, the 

servers can handle a variety of tasks sent from various MDs. That is to say, there will be no 

waiting in the queue because the tasks will be carried out as soon as they reach the MEC servers. 

1.3.3. Communication Structure 

In this study, we assume that portable devices communicate over orthogonal channels in 

a remote network. Let P represent the client's transmission power, and denote hm,n as the uplink 

channel gain between the client m and the ED n. The following formula is used to determine 

the model to offload um(t)'s uplink transmission rate in bits per second: 

𝑟𝑚,𝑛
𝑡𝑟𝑎𝑛𝑠(𝑡)  = 𝑊𝑙𝑜𝑔 (1 +

ℎ𝑚,𝑛
2 𝑃

𝜎2
) (10) 

Such that 𝜎2 is the noise power at the edge server and W is the bandwidth of the channel. 

We denote 𝜑𝑚
𝑡𝑟𝑎𝑛𝑠(t) to define the sum of time slots that the task, um(t), will wait for transmission 

after being placed in the transmission queue at time slot t; When the task has been completely 

transmitted or dropped if it has not been transmitted by the deadline, the 𝐿𝑚
𝑡𝑟𝑎𝑛𝑠(t)  symbol is 

used. The following is how 𝜑𝑚
𝑡𝑟𝑎𝑛𝑠(t) is calculated for task um(t): 

𝜑𝑚
𝑡𝑟𝑎𝑛𝑠(𝑡)  = max

𝑡′∈{0,1,,𝑡−1}
𝐿𝑚
𝑡𝑟𝑎𝑛𝑠(𝑡′) − t + 1 

(11) 

 

Moreover, 𝐿𝑚
𝑡𝑟𝑎𝑛𝑠 (𝑡), is evaluated as below: 

 

𝐿𝑚
𝑡𝑟𝑎𝑛𝑠 (𝑡)  = 𝑚𝑖𝑛 {

𝑡, 𝜑𝑚
𝑡𝑟𝑎𝑛𝑠(𝑡) +

𝜆𝑚(𝑡)

𝑟𝑚,𝑛
𝑡𝑟𝑎𝑛𝑠(𝑡)

− 1,

𝑡 + 𝜋𝑚 − 1

} 

 

(12) 
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Task data and calculation results are transferred between MDs and EDs as part of the 

offloading operation. We disregard the transmission delay between the BS and MEC servers 

because wire lines ensure much faster transmission speeds than remote channels [22-35]. 

2. Literature Review 

The latest articles as well as exploration articles lodging the name of the review are 

recorded as underneath: (In 2013) Roberto B. Al [11] managed offloads from portable devices 

to a remote or close by cloud, and the emphasis was on offloads on a case by case basis rather 

than permanent offloads on remote machines in the cloud, where some offloads should be 

possible on neighboring devices as per demands, where the trial was directed On the round of 

chess, the outcomes depended on energy and time essentially on the level of intricacy in the 

tasks and the limit of the gadget utilized, and the initial steps of the arrangement were: 

automating the choice as per the required intricacies and estimating it with the limit of the 

objective gadget and lessening the general utilization of resources. In (2014) Shuguang Deng 

et. al [12] study was finished on cloud computing improvement cycles and how to control 

compelled resources by permitting them to offload computational parts, complete demands, and 

settle on offload choices. Genetic Algorithm (GA) was utilized to arrive at the best outcomes 

to meet the needs, and the outcomes were practically amazing notwithstanding the intricacy of 

the algorithm. 2014, Mohammad Shiraz. et. al [13] studied mobile computing and the latest 

advancements in this field, and the starter discoveries are that smart mobile devices (SMDS) 

are still of low limit. This is on the grounds that AMDS utilizes smartphone applications to 

offload the cloud (MCC) widely, and the outcomes are that assuming dynamic data is migrated 

to the cloud, a great deal of force and transmission is saved in the network. In (2015) Bowen 

Zhou et. al., [14] presented a concentrate on Mobile Cloud Computing (MCC) and showed the 

significance gained during those years. A functioning prototype of the custom cloudlet 

framework is suggested and an algorithm is adjusted to the needs to choose to drop the stacking 

and dumping site as indicated by the hardware needs. Genuine tests were directed to evaluate 

the presentation of the algorithm and accomplish execution improvement. In (2015) Xu Chen 

et. al.,. [15] They led a concentrate on multi-cloud offloading for clients in cloud computing, 

embraced a strategy to understand the offloading in a dispersed manner, determined the 

offloading algorithm that can accomplish balance, and suggested a conscious offloading 

algorithm. In (2015) Xu Chen. et. al., [16] composed a review that incorporates the possibility 

that cloud computing is a high level and highly effective methodology that can be taken to build 

the capacities of mobile devices and proposes the best for the circulation cycle by formulating 
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a decentralized record that can pursue choices in the mobile conveyance operation. The 

suggested mechanism accomplished viable outcomes as well as expanding the volume of the 

framework. In (2016) Songtao Guo et. al., [17] They directed a concentrate on mobile cloud 

computing (MCC), as it has a great potential to upgrade mobile devices and save energy by 

eliminating resource-escalated calculation tasks, and the (eDors) dynamic dump algorithm was 

utilized to diminish energy utilization by utilizing a document to decrease efficiency, the 

consequences of energy cost were (EEC) is successful inside expectations by improving the 

computer processor clock in light of dynamic voltage and frequency. In (2017), Daniela Mazza., 

et. al., [18] directed a review that showed that the extension of civilization and the expansion 

in population made the world a smart city, and this additional a weight on engineers to create 

smart applications that serve this objective, yet another imperfection showed up here 

concerning resources and spots. The capacity to stay up with this turn of events, which made 

us critically need to tackle this emergency utilizing cloud computing and how to control 

dumping processes by zeroing in on a brought together burden mechanism in communications 

and computing resources that are mutually figured out how to adjust the heap between various 

elements in the climate. In (2018) ,Dianchao Zheng., et. al., [19] led a concentrate on the 

computational force of mobile devices and decreased power utilization and release for cloud 

computing, and an algorithm was recommended in a dynamic climate as an irregular game 

containing Nash equilibrium (NE), and the algorithm was simulated to guarantee the viability 

of the email algorithm and the outcomes showed a benefit in execution. In (2020) B. Wang, et 

al., [20] led a review to address the resource lack of smart devices considering the fast 

improvement of programming with dumping tasks, deciding the overall setting of execution of 

each task, booking tasks, evaluating resource needs, decentralizing stacking and info reserving, 

and utilizing numerous clouds in a cloud layer, It is a study search. In (2020), Ali Charkaram., 

et al., [21] directed a concentrate on smart devices, IoT networks, and various applications like 

VR, UR, and GPS frameworks that need increasingly more extra room and resources. 

Unloading is a promising method for taking care of such an issue by moving the code or part 

of it to local servers wealthy in resources. Classification has been divided into three 

fundamental regions; Markov chain, Markov process, and secret Markov models. Furthermore, 

they made tables to think about the outcomes and the issue was the irregular dumps. In (2020), 

Adam Parker., et al., [22] introduced a concentrate on Sensor Networks (WSN) by following 

the Q-Directing algorithm zeroing in on the versatility of the Network (WSN) with the 

expansion of the EAQCO algorithm and this expansion prompted the improvement in both 

investments. The aftereffect of the investigations was that the EAQCO algorithm is helpful 

when time, energy, and computational capacity are basic factors. In (2020), Jaydip Kumar., et. 
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al., [23], recommended a vowing against unpredictable cut of the high techniques for info 

security therefore, the whole development has been gotten. Such an article affirmed that 

inadequate recording is harmed by a significant amount of people of the relation for premium 

for the hazes high info rate. As needs be, there is an interest to accomplish the info that could 

as texture, voice, video, and so forth.. Various strategies coordinated by the controllers for 

acquiring the cloud info. In (2021), Sheng Zhi Hoang., et al., [24] led a concentrate on the 

accessibility of multi computing, that is, the sending of sophisticated servers in the network 

limits, and this helped in mitigating resource limitations and offloading weighty tasks, and they 

created utilizing deep reinforcement learning techniques. The innovation has kept resources 

productive and conveyed tasks among high-end servers to support limit. In (2021), Shuchen 

Zhen, et al., [25] led a strategic investigation to concentrate on edge computing task offloading. 

An AI approach was utilized in view of the examination of curved and sunken properties 

utilizing an iterative optimization algorithm. The tests performed well to diminish the energy 

utilization of the computation dump, and the model had high efficiency and a high degree of 

exactness. In (2021), Saif ALjanabi, et. al., [26] They did a concentrate on the fast improvement 

of devices and the Web of Things (IOT), and they found that they need to furnish these devices 

with high capacities, and this is what makes it pricey, so they made a half and half innovation 

among haze and cloud (HFCO) in which it is chosen to offloading to a cloud server or to local 

fluffy hubs The issue was formulated Markov choice (MDP) strategy, and utilizing (Q-

Learning) algorithm to settle the model and pick the offload technique, and the outcomes were 

superb in the field of lessening the deferral, adjusting the heap and expanding the execution of 

tasks .In 2018, Y. Simulated intelligence, M. Peng, and K. Zhang, et. al., [27], reviewed the 

improvement of conveyed handling so as to stay mindful of the information and its 

implementation by utilizing a focal far off server against the web association. A client could set 

aside cash by utilizing appropriated figures since there is no great explanation for them to 

purchase their own product and hardware. Regardless, dispersed registration truly disapproves 

of protections, similar to security techniques and the misfortune and theft of information. 

Clients use attacks to bypass a part of cloud organizations' safety efforts, like authenticity, 

receptiveness, and mystery. This study gives an outline of a portion of the issues and its ongoing 

plans. W. Z. Khan, et al. in 2019 et., al., [28] inspected a thorough layout of the right now 

existing piece for appropriated figuring security issues and blueprints. The writers of this article 

recommend a design for appropriated enrolling security near the end. This study gives an 

outline of various dangers and plans for the appropriated registration climate with regards to 

security and assurance of client explicit information in the cloud. The circulated figuring layers 
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plans are additionally the subject of the review zeroing in on the security need. Involving 

protection demands in VANET, L. Mendiboure, M.- A. Chalouf, and F. Krief present a quick 

and dreadful graph of first class security in 2019 [29]. What's more, a depiction of the various 

VANET attacks considering the correspondence structure stages is given in this review, similar 

to the short strategies that are recommended in the article to satisfy these demands. What's 

more, the various VANET adversaries that can be utilized against aggressors are talked about 

here. In light of everything, the objective of this paper is to give valuable information about 

VANET security and confirmation with the goal that it very well may be utilized as an 

instrument to help specialists in this field in creating safe protection saving strategies for 

VANET. In 2019, M. Maray and others et. al., [30], introduced a study that initially digs into 

the plan of the conveyed handling, then examines the most normally seen security concerns 

associated with utilizing the cloud and a couple of manages any consequences of these worries. 

Security is one of the main parts of disseminated registration because of the responsiveness of 

client info. 

Investigating accessible project offloading strategies in IoT cloud networks and channel 

interference problems. Also, studying the characteristics of the communication channel and 

external signals with various frequencies that are responsible for this problem. The study aims 

to effectively change the characteristics of the transmitter and receiver signal in cloud networks 

to get rid of the interference problem..  

3. Methodology  

In this part, the representation and simulation of the recommended cloud network 

offloading model that is customized to be employed to address the study problem will be 

presented. In this recommended model, we try to address the problem of offloading multiple 

network tasks along the operation of smart sensors, their readings, and the necessary energy 

consumption by implementing smart techniques to inspect and control the readings and 

estimates from these smart sensors along the cloud network. First, the dataset stacked from sites 

and have been exhibited in Figure 3. 

Table 2: Dataset of the recommended cloud computing offloading scheme. 

NETWORK STATE STATE 

Securit

y 
Delay 

Mobili

ty 

Data 

Size 
Model Position 

Capabilit

y 

Scalabilit

y 

Covera

ge Area 
Category 

2 1 0 2 0 2 2 2 2 1WiFi 

2 1 0 2 1 2 2 2 2 1WiFi 



Full Text Book of Rimar Congress of Pure, Applied and Technological Sciences 3 

 
 

 

83  

 

1 2 3 1 0 2 2 2 1 2D2D 

2 1 1 2 1 2 2 2 2 1WiFi 

2 1 1 2 0 2 2 2 2 1WiFi 

1 2 3 1 0 2 2 2 1 2D2D 

3 3 1 0 2 3 3 1 0 3MCC 

1 2 3 1 1 2 2 2 1 2D2D 

3 3 0 0 2 3 3 1 0 3MCC 

3 3 0 1 2 3 3 1 0 3MCC 

1 1 1 1 1 1 2 3 1 4MEC 

3 3 1 0 2 3 3 1 0 3MCC 

3 3 1 1 2 3 3 1 0 3MCC 

3 3 0 0 2 3 3 1 1 3MCC 

2 1 1 2 0 2 2 2 2 1WiFi 

3 3 1 0 2 3 3 1 1 3MCC 

3 3 1 1 2 3 3 1 1 3MCC 

1 1 0 0 1 1 2 3 0 4MEC 

1 1 0 1 1 1 2 3 0 4MEC 

1 1 1 0 1 1 2 3 0 4MEC 

2 1 1 2 0 2 2 2 2 1WiFi 

1 1 0 0 1 1 2 3 1 4MEC 

3 3 1 0 2 3 3 1 1 3MCC 

1 1 1 0 1 1 2 3 1 4MEC 

1 2 3 1 1 2 2 2 1 2D2D 
 

The datasets have been prepared and modeled in order to justify the recommended model 

demands and objectives. Such that, they consist of coloumns representing the offloading  case 

or state indication (such as; mobility, coverage area, delay, data size, model, position, 

capability, scalability, and security) or each kind or network category as shown in Table 2. the 

offloading case or state will be indicated such that; Low=1, Medium=2, High=3, and Non=0, 

for each network kind. All the possible situations of the offloading case or state have been 

regarded and the dataset has been loaded to MatLab2020b simulation program using the 

importing data utility. Figure 3.1 shows the dataset loading screen shoot after imported to the 

program. Thus, the imported offloading datasets, as depicted in Figure 3, represent readings of 

the offloading states for each network category, including all possible combinations that have 

been provided and recorded. The next step is to adapt these readings to the MatLab2020b 

programming format to make the necessary encryptions and processing simpler. In fact, when 
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the classifier learner utility is employed, the MatLab2020b software provides powerful machine 

learning algorithms like fine trees, SVMs, and KNNs. Figure 4 introduces a screen shoot of the 

classifier student utility used to carry out the recommended AI calculations. 

 

 

Figure 3: ???????????????????????? 

 
 

 

Figure 4: Results of the classifier learner utility utilized to implement the suggested machine 

learning algorithms, (a) Applications starting screen, (b) Classification learner utility window. 

 

By considering Figure 4, one might observe the starting window utilized to open the 

classification learner utility from the application option provided be MATLAB2020b 

programming language. Moreover, the classification learning tool window has been illustrated 

in Figure 4. (b), such that all the necessary machine learning techniques are possible. Next, the 

flow chart of the suggested cloud computing offloading model methodology will be depicted 

in Figure 5. 

(a) 

(b) 

 



Full Text Book of Rimar Congress of Pure, Applied and Technological Sciences 3 

 
 

 

85  

 

 

Figure 5: Methodology flow chart of the recommended offloading cloud computing scheme. 

From Figure 5, the method of the recommended model will begin and initiated by setting 

up the datasets and read the utilizing the Read the Dataset choice utility. Then, the Classifier 

Student will be utilized that will give the essential AI programming devices. From that point 

onward, the AI Methods will be applied utilizing this classifier student utility with the end goal 

that the stacked datasets will be prepared to track down the reasonable outcomes. Moreover, 

the Recognize Spillage choice will really look at the places of spillages in the prepared datasets 

lastly the exactness of the spillage discovery will be acquired from the grouping and preparing 

aftereffects of the AI calculations activity. Finally, the program will really take a look at the 

general advances and closures the handling. Thus, the results of the suggested model will be 

the ability of the cloud computing network of determining to the correct and suitable network 

kind according to the offloading states provided  by the task given in the dataset information. 

Also the obtained accuracy of the employed machine learning techniques will be considered as 

program outcomes. 

As a result, the suggested model's output will be the cloud computing network's capacity 

to select the appropriate network kind based on the task-specific offloading states in the dataset 

information. Likewise the got precision of the utilized AI strategies will be considered as a 

program results. 
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4. Results & Discussion 

By implementation of the suggested "distributed computing offloading" model according 

to the design specifications and needs illustrated previously in Section 2, the results of the 

classifier learner have been recorded for each kind of the examined machine learning technique 

(i.e. SVM, FT, and KNN). The best machine learning algorithm to be examined according to 

the entered datasets was the SVM machine learning (ML) algorithm with results of this training 

has shown in Figure 6. 

 

Figure 6: Results of the SVM-ML training. 

From Figure 6, one might observe that the accuracy of the fine tree training reaches to 

100%. Now, the measuring function of the confusion matrix is achieved as shown in Figure 7. 

 (a) 
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Figure 7: SVM confusion matrix measuring function, (a) Observations sum, (b) True positive 

rates (TPR) and false negative rates (FNR), and (c) Positive predictive values (PPV) and False 

discovery rates (FDR). 

By observing Figure 7, one might recognize the confusion matrix readings measurements 

that provide observations of how much the SVM machine learning algorithm training has 

perform a sufficient data classification. Since from Figure 7, (a) the confusion matrix indicates 

that all the 8 observations have been matched among the true and predicted classes especially 

for the 4th and 3rd classes, with 2 observations matching for the 2nd classes and 4 observations 

matching for the 1st classes. Also the TPR was 100% with FNR of only 0% between the true 

and predicted learned data samples for all the four classes as displayed in Figure 7, (b). 

Furthermore, the Positive predictive values (PPV) were 100% with False discovery rates (FDR) 

of only 0% for all the four classes as shown in Figure 7, (c). Such confusion matrix readings 

are perfect as indicate a excellent classification for the SVM-ML algorithm. Also the receiver 

observer curve (ROC) measure has been computed for SVM ML algorithm as shown in Figure 

8.  

(b) 

(c) 
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Figure 8: The receiver observer curve (ROC) metric achieved for SVM ML algorithm. 

By concerning the results in Figure 8, one could measure how many the True positive 

rates (TPR) and False negative rates (FNR) are matched for the trained data samples. In this 

fine tree ML algorithm, the ROC reads only 1 area under the curve (AUC) which is a perfect 

indication measurement. The third function measurement is the parallel coordinates plot as 

demonstrated in Figure 9 for SVM ML algorithm learning. 

 

Figure 9: Results of the parallel coordinates plot metric function for SVM ML algorithm. 

From the readings shown in Figure 9, one might compute the standard deviation for all 

the tested dataset samples classes and how it matched to that for the predicted samples. In this 

study, the suggested model of the SVM ML algorithm, the parallel coordinates plot measure 

provides excellent matching. Next, the outcomes of the employed m. file MatLab2020b 

program script code written for training the SVM ML algorithm are achieved. The results of 
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the cloud computing offloading detection using SVM (FT) ML algorithm are introduced in 

Figure 10. 

 

 

 

Figure 10: Results of the cloud computing offloading detection accuracy using SVM ML 

algorithm. 

By analyzing the results obtained in Figure 10.(a), one might observe that the 

classification detection curvefor the SVM ML allgorithm has been improved with a perfect 

offloading detection progress against the examined classes kinds. It has been found that very 

excellent detection accuracy of 99-100% has been obtained using SVM ML algorithm as 

illustrated along the results displayed in Figure 10. The screen shoot of the program 

implementation for SVM ML algorithm has been shown in Figure 11. 

(a) 

(b) 
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Figure 11: Results of the program simulation for SVM ML algorithm. 

5. Conclusions 

Reproducing edge computing capacities close submachines inside the network limit is 

one illustration of the idea of cloud computing. A particular report will be introduced in this 

thesis on the degree to which the task offloading issue can be settled along edge as well as cloud 

integration. Preparing artificial intelligence with control theory optimization techniques, which 

can be utilized to accomplish the various objectives, needs, and dynamic states of the beginning 

and end execution technique, gets specific attention. Central issue penchants. Utilizing strong 

machine learning algorithms, we inspected the recommended model in light of the got results 

and the cloud computing offloading recognition implementation utilizing various states of 

various network plans like WiFi, D2D, MEC, and MCC models. The data of the states these 

organizations have been given using coordinated datasets which have been imported to set up 

the used man-made intelligence calculations. In light of the implementation results, it was 

resolved that the SVM ML algorithm conveys the very best offloading identification results at 

a rate of 99%, while the FT ML technique came in runner up with a rate of almost 95%, and 

the KNN ML algorithm finished dead last with a rate of just 75%.. 

 

(a) 

(b) 
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Abstract 

Heterogeneous hybrid solar cells (HHSCs) have been the subject of much investigation and development 

interest to a simplistic system structural and technological methods that are low-cost. HHSCs, which utilize a 

high concentration of Poly(3,4-ethylenedioxythiophene): poly(styrene sulfonate) (PEDOT) is a transparent 

conductive polymer, are fabricated by drop casting directly onto n-type crystalline silicon. Microscopic 

chemical etching is employed to induce surface roughness, a technique commonly used in traditional processes. 

The parameters of the contact between PEDOT: PSS and hermetic n-Si were examined. The properties related 

to structure, optics, and morphology, along with the electrical characteristics of PEDOT, were thoroughly 

investigated. The effectiveness of conversion is ascribed to the excellent match among the PEDOT film and 

the underlying silicon substrate. The integration of silver enhances efficiency, presenting a viable pathway to 

achieving Solar cells that are both highly efficient and low-cost. At a temperature of 300 K, it was obtaining 

the open circuit voltage (VOC), short circuit current (ISC), and supply element (F.F.) with values of 29.5 mV, 

1.8 mA, and 33.29, respectively. The PEDOT: PSS photovoltaic cell efficiency was 0.92 percent. 

Keywords: HHSCs, N-Si, Poly(3,4-Ethylenedioxythiophene) with Poly (Styrene Sulfonate), Solar Cells. 
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1. Introduction 

Energy is the greatest challenge facing humanity in this century [1]. Energy sources are 

broadly classified into two categories: nonrenewable and renewable sources. Nonrenewable 

sources, such as fossil fuels (Coal, petroleum, and natural gas have historically served as the 

principal energy sources for human society [2]. However, excessive exploitation has led to the 

rapid depletion of fossil fuels, and their combustion has caused significant and ongoing 

environmental damage [3]. In contrast, alternative or renewable energy sources such as 

biomass, geothermal, hydropower, solar, and wind, offer sustainable options regarding the 

meeting energy needs [4]. Among these, Solar energy is the most plentiful and promising 

renewable resource accessible, though only a small fraction of the accessible solar radiation is 

currently utilized. Notably, the total proven deposits of fossil fuels amount to approximately 

1.4% of the solar energy that arrives at the Earth's exterior annually [5]. 

Fossil fuels themselves are essentially concentrated solar energy, stored as biomass over 

millions of years [6]. On a global scale, solar photovoltaic energy is the fastest-growing energy 

source and is poised to become the primary energy source soon [7]. Crystalline silicone solar 

cells occupy around 90% of the worldwide photovoltaic industry for both economic and 

efficient performance[8].Researchers are favorites for poly (style sulfonate) is made from 

crystalline silicon and polymer (3,4ethyleneedioxythiophen) (PEDOT: PSS)[9]. The 

characteristics of non-dopant, low-temperature, vacuum-free, and solution manufacturing 

methods discover PEDOT: PSS/n-Si solar cells provide a range about expenses advantages 

[10].The efficiency gap is gradually decreasing between HHSCs and traditional silicone cells. 

With Minority carriers with significant mobility and a long history life, crystalline silicone is a 

photon absorber that is active collection to transport electrons in the form of photo-generated 

carriers HHSC. The high transmission (85% for a thickness of 100 nm and high conductivity 

of 1000 S/cm for Clevia's PH1000) from the other extreme, are the PEDOT: PSS layer[11].    

Consequently, HHSCs can reach greater PCEs. However, the Personal Consumption 

Expenditures (PCE) of HHSCs the engagement PEDOT: PSS/N-Silicon is very limited to lower 

junction quality. For Surface development for PEDOT: PSS/n-Silicon solar cells are critical 

since It enhances carrier transmission and separation while reducing interface recovery speed 

[12]    .    
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However, contact qualities of PEDOT: PSS have rarely been considered with a textured 

substrate, which improves Effectiveness of the JSC and PEDOT: Hybrid solar cells 

incorporating PSS/n-Si from the interaction design standpoint[13]. The normal alkaline solution 

textured the Si surface. method is conducted on our work[14]. Solar panels composed of 

PEDOT: PSS/n-Si were manufactured by drop casting in this paper. Applying electrodes to 

cells enables a viable, affordable, high-efficiency metallization method. 

2. Experimental Setup 

2.1. PEDOT: PSS Materials: 

The investigation obtained a 250g aqueous solution of PEDOT from Sigma. This product, 

which is of photovoltaic (PV) grade, contains a 1.3 wt.% dispersion of Poly(3,4-

ethylenedioxythiophene) in H₂O, with a PEDOT-to-PSS ratio of 1:1.6, making it suitable for 

use as an active solar cells consist of many layers. 

2.2. N-Si : 

Wafers n-type [100] with a thick of 215 μm and Substrates with dimensions ranging from 

1 to 3 centimeters were utilized. To eliminate the compromised layer, the specimens underwent 

standard cleaning procedures (SC1 and SC2), followed by polishing at 75 °C in high-

concentration solutions for 2–3 minutes by alcohol. 

3. Manufacturing of HHSCs in Silicon 

The PEDOT solution was placed onto Transparent silicon that has been warmed and is 

capable of conducting electricity with n-type characteristics via Investment casting at 50°C, 

followed by calcination for 10 minutes. The heated substrates were then allowed to cool to room 

temperature. Aluminum flakes (0.1 cm²) were subsequently applied to the PEDOT layer. The 

samples were obtained from the PSS (n-Si/PEDOT) process. Figure 01 illustrates this setup: 

 

Figure 1: A photovoltaic display chart representing the Al/Si/PEDOT/Al structure, deposited 

onto n-type silicon 
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4. Result and discuss 

The physicochemical and structural properties of the Si/PEDOT specimens were 

described or identified using (XRD). Morphological, topography and roughness were analyzed 

through AFM, and FE-SEM. Optical characteristics, including the optical band gap, were 

quantified utilizing a UV-Vis spectrophotometer. Additionally, the electrical properties of the 

samples, such as carrier concentration and type, were assessed using the Hall effect. 

4.1. X-Ray Diffraction Analysis: 

Figure 02 illustrates The X-ray diffraction (XRD) patterns of the Si/PEDOT crystalline 

structure compound. The XRD patterns displayed in this figure correspond with previously 

reported values for Si and PEDOT, as referenced in [15]. The magnitude of the peaks in the X-

ray diffraction (XRD)sequences are indicative of the existence of a nanostructure. The X-ray 

diffraction patterns of n-Si encompass two primary peaks at angles (27.5, 28.5). The hkl (100) 

and 2θ (27.5, 28.5 Deg.). X- ray diffraction patterns of crystalline compound (PEDOT: PSS) 

This outcome aligns closely with that reported in the sources,[16]. All diffraction peaks are 

indexed to a monoclinic Structure that aligns well with the conventional peaks (JCPDS No. 04-

015-5877). The x-ray pictures clearly indicate the broadening of the nanoparticles' diffraction 

peaks. 

 

Figure 2: The patterns of XRD (a) n-Si, (b) PEDOT: PSS 

4.2. AFM Analysis : 

Atomic Force Microscopy (AFM) constitutes a powerful tool accustomed to analyzing 

the configuration and tactile quality of diverse surfaces. This technique enables accurate control 

and characterization of a sample's morphology features, offering superior capabilities compared 

to alternative microscopic techniques. AFM enables Three-dimensional surface scanning and 
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provides detailed visual analysis, including measurements of root mean square roughness, mean 

particle height, and periodicity intensity spectra in particle arrangement.[17]. 

Figure 03 displays Three-dimensional atomic force microscopy pictures and the granular 

film distribution (n-Si and PEDO). These images, obtained from atomic force microscopy, 

provide information on root mean square (RMS) roughness and mean surface roughness. Table 

1 presents the RMS roughness values of the thin films. The RMS roughness, also referred to as 

the roughness index, quantifies surface irregularity by measuring surface height variance 

expressed as a standard deviation from the average height. Higher RMS values indicate greater 

surface roughness, which is proportional to increased optical loss and reduced surface light 

emission. Therefore, improving surface finish can help minimize optical losses agree with [18]. 

This component is utilized to symbolize the characteristics of the surface random uneven 

dispersion. 

Table 1: shows the mean diameter, root mean square, and roughness density of the roughness 

density Si and PEDOT: PSS. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3: Displays a 3D image with a Chart depicting the dispersion of granular 

accumulations(a) Si and (b) PEDOT: PSS for AFM analysis. 
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4.3. FE-SEM Measurement: 

As-prepared FSEM images of thin films PEDOT: PSS at two distinct magnifications. 

Figure 04 and d illustrated that the (PEDOT: PSS) form is sheets [18]. 

 

Figure 4: Elevated measurements for (a) scale nano and (b) scale micro for FE-SEM analysis. 

4.4. Optical Properties: 

Figure 05 presents the absorption spectrum of thin film, measured using a UV-Vis UVD-

3500 double beam spectrophotometer (300–1100 nanometers. The absorption margins of the 

specimens can be analyzed by identifying either on top of the head or the apex in the spectra 

and extrapolating the linear segment of the curve to estimate the energy band gap. Energy 

disparity is determined by means of the equation derived from the absorption peak. (1) [19]. 

𝛼ℎ𝜈 = 𝐵 × (ℎ𝜈 −  𝐸𝑔)
𝑛

 ……………(1) 

The energy band gap of (PEDOT: PSS) The estimation is conducted by graphing the 

square of (αhυ)² against (hυ). The extrapolation of the straight line to (αhυ)² = 0 yields the value 

of the energy gap, namely the band gap. (PEDOT: PSS) Nano crystalline was direct. The Eg of 

(PEDOT: PSS) is (5.05eV). 

 

 

 

 

 

 

Figure 5: UV-VIS analysis (a) Transmission and (b) Energy band gap  
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4.5. ElectricityCharacterization: 

The Hall measures taken on were performed on the deposited sample to calculate its (nH), 

(μH), (σ), and (ρ), which serve as indicators of charge carriers for thin film. This data is 

presented in Table 02. 

Table 2:  displays the values for electrical properties 

 

 

 

4.6. I-V Under Illumination: 

Figure 06 displays the photocurrent generated when a (150) W/ m2 irradiates the device. 

The figures also illustrate the inverted Current-voltage characteristics of the gadget observed in 

both dark and illuminated conditions. The diagrams clearly demonstrate that the current value 

is greater when the lighting is at a specific voltage compared to when it is in darkness. This 

implies that the production of light induces the development of electron-hole pairs, which in 

turn leads to the generation of a photocurrent carried by the carriers. This behavior yields 

valuable insights into the pairs of electrons and holes created in the circuit by light photons. 

 

 

 

 

 

 

Figure 6: Dark and bright the solar cell's I-V curve. 

4.7. The I-V Curve for thin film in solar cell: 

The PCE features of the cell, namely the n-Psi/PEDOT: PSS qualities, as well as the 

measured values include the Voc, Isc, F.F, and efficiency. all crucial metrics to be considered, as 
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depicted in Figure 8. Research consistently demonstrates that the (n-Psi/PEDOT: PSS) 

configuration is very efficient for solar PEDOT: PSS cells. 

Photovoltaic energy, often known as solar energy, is harnessed using Equations 

formulated from a solar cell. [20] (2) and (3): 

𝑃𝐶𝐸 =
𝑉𝑜𝑐  . 𝐼𝑠𝑐 . 𝐹. 𝐹/𝐴𝑠𝑐

𝑃𝑖𝑛 𝑚𝑤/𝑐𝑚2
… … … (2) 

 

𝐹. 𝐹 =  
𝐼𝑚𝑉𝑚

𝑉𝑜𝑐 𝐼𝑠𝑐
=  

𝑃𝑚

𝑉𝑜𝑐 𝐼𝑠𝑐
… … … . . (3) 

At a temperature of 300 K, it is achievable to acquire the open circuit voltage (VOC), 

short circuit current (ISC), and supply factor (F.F.) with values of 29.5 mV, 1.8 mA, and 33.29, 

respectively. The PEDOT: PSS solar cell efficiency was 0.92 percent. Agree with Rafal Saleh 

[1]. 

 

 

 

 

 

Figure 7: PEDOT: PSS solar cell I-V curve 

5. Conclusion 

We have successfully demonstrated the creation of a Si/PEDOT: PSS function with 

electron-blocking properties using a spin coating technique at room temperature. Reverse 

recovery experiments involve inserting minority carriers into the forward bias condition to 

measure the stored charge. By introducing the minority carrier hole originating from the anode, 

it thus facilitates a means of measuring the current in the silicon/PEDOT device. The results 

indicate the Si/PEDOT: PSS interface effectively inhibits the flow of electrons. Consequently, 

the dark current observed in n-Si hetero junction devices is mostly due to the injection of 

minority carrier holes from the anode to silica, rather than the movement of electrons. 
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Abstract 

Given that the study area is located within the dry regions of the country, the total reliance on surface water 

represented by the Gharraf River is primarily, in addition to the loss of rain to cover losses due to evaporation 

and the absence of seasonal rivers or tributaries that supply the river with water, so the area was ruled by a 

permanent water deficit, and for this reason water management in the Gharraf Basin must receive sufficient 

attention to secure water protests and other various requirements. The Gharraf River is one of the rivers that 

branch off from the Tigris River from the front of the Kut Dam and heads towards the southeastern 

administrative borders of Wasit Governorate, then enters Nasiriyah Governorate at dawn with a length of (230) 

km, of which (86) km are in Wasit Governorate. The hydrological study showed that the natural conditions 

affecting the Gharraf River, such as high temperatures, increased evaporation, filtration and sediment values, 

caused its water discharges to decrease during the period (1985-2020) from 192 m3/s to 146 m3/s. The river 

was also calibrated with field levels using the (HEC-RAS) program, so the average Manninck coefficient was 

(0.026), in addition to knowing the effect of return water (RATING CURVES). There was a significant effect 

when closing and opening the gates of the neighborhood regulator. It was noted that the levels affected by the 

gate openings were more than 175 m3/s. Most of the streams branching off from the Gharraf River, which are 

located on the left side of the river, needed a discharge of (137) m3/s, and the right bank of the river needed 

(113) m3/s along its length. 

Keywords: Gharraf River, Management, Regions, Hydrological, and Characteristics. 
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1. Introduction 

The research area is situated in arid regions, lacking dependence on the surface water 

provided by the Gharraf River. The evaporation rate in the studied area is quite high, rendering 

rainfall ineffective in replenishing the Gharraf River, as losses occur throughout the entire year. 

Consequently, water management in the Gharraf River must get adequate attention to address 

various water requirements. The initial scientific advisory research for the study area was 

conducted by the American engineering firm. A preliminary study of the East and West Al 

Gharraf project was conducted, resulting in a report that encompassed all investigations, 

regional development stages, cost estimates, results, recommendations, designs, and 

preliminary plans. During the year 1958 The French Cotha Consulting Company (1961, Cotha) 

conducted an analysis of the Al-Gharraf project, completing all field investigations and 

submitting its final report in 1961, which was among the foremost studies in the region. The 

Euphrates Center for Studies and Design of Irrigation Projects conducted an analysis of the East 

Al-Gharraf project and submitted its final report in 1993. Hydraulic modeling of the Gharraf 

River between the cities of Kut and Hay. Determine the Manning coefficient value of 0.025 in 

a steady condition and elucidate the impact of discharges in the upstream Gharraf River on the 

rating water curve. The hydrological study seeks to elucidate the fluctuations in the Gharraf 

River's water levels and the volume of water resources necessary to meet diverse water 

demands. 

2. Steady Area 

Branches from the Tigris River near the Kut Bridge upwards, specifically at the Gharraf 

regulator. It persists on its southwest trajectory between the Tigris and Euphrates rivers, 

extending from the cities of Kut to Nasiriyah. The whole length is 230 km from upstream to 

downstream in the marshes of Nasiriyah, which includes 86 km in Wasit. Its currents traverse 

Al-Muwaffia, Al-Hay the Fajer, Qalah-Sukkar, and Al-Rifai. The environmental factors 

influencing the Gharraf River are analogous to those impacting the Tigris River, characterized 

by elevated temperatures and heightened evaporation rates throughout the majority of the year, 

along with groundwater infiltration, resulting in diminished water availability, particularly from 

April to October. The disparity in discharge prompted the establishment of four regulators to 

elevate water levels for agricultural and various water needs in the research area. 
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3. Discharge Characteristics for the period 1985  - 2020 

The annual water flow of the rivers in Iraq has significantly diminished during the past 

two decades, primarily due to the construction of massive water impoundment projects, some 

of which are still underway in Turkey, Syria, and Iran (Al-Ansari and Knutsson, 2011). 

Furthermore, arid climatic years in Iraq. The flow of the Gharraf has decreased significantly by 

approximately 29% during the discharge period from 1990 to 2020. The mean The annual 

discharge of the Gharraf at Wasit from 1990 to 2003 averaged 195 m³/s, which decreased to 

146 m³/s from 2003 to 2020, as illustrated in Fig. 1. This reduction represents a decline of over 

25% from the mean daily discharge prior to 2003 and is significantly lower than the flood 

discharges of 220, 309, and 302 m³/s recorded in 1974, 1988, and 2004, respectively. The 

annual average discharge was 6.05 billion m³ for the period from 1990 to 2003, while the 

estimated discharge for 2003 to 2020 was 4.54 billion m³. 

 

 

 

 

 

 

4. Factors Affecting Flow 

4.1. geological structure : 

Topographic manifestations, such as the side-looking configuration of radar highlighting 

relief, are possible manifestations of geological features that frequently have characteristic 

forms and are located near the Earth's surface. For sensitive topographical features that benefit 

from shadowing, shallow incidence angles are perfect. Because shallow incidence angles might 

cause an excessive amount of shadowing in high relief situations, intermediate incidence angles 

may be more suitable. So, it's important to think about how geological structures are oriented 

in relation to the direction of sight.  

As erosion causes folds, domes, and basins to change shape, it reveals their attitudes. 

Scarp and dip slopes can be better understood and classified, as well as their approximate 
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Figure 1: Annual mean discharge of Gharraf  River downstream for Gharraf Regulator  
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direction, through the analysis of drainage networks and distinctive erosion patterns. This 

section will go over the basic requirements for finding the dip direction of slanted rock units. 

4.2. Control structures & surface : 

Terrain influences discharge by dictating the velocity of water flow. Increased flow 

velocity on steep surfaces results in reduced seepage and a heightened degree of erosion, 

whereas flat surfaces enhance filtering (seepage) and decrease discharge owing to evaporation. 

The overall slope gradient of the river is 0.000048 in HEC-RAS software. To elevate water 

levels, four regulators have been constructed on the river during and since the latter half of the 

twentieth century between the cities of Hay and Sattrah, in addition to the Gharraf regulator 

that manages the outflow. Regulator No. 1 is situated in Al-Hay city, 59 km south of the Al-

Gharraf regulator. Regulator No. 2 is established 30 km from Regulator No. 1, while Regulator 

No. 3 is located north of Sukkar Castle, 25 km south of Regulator No. 2. Regulator No. 4 is 

approximately 5 km south of Al-Rifai city, 140 km from the Al-Gharraf regulator. The 

maximum discharge permitted through regulators No. 1 to No. 4 is 450 m³/sec, 350 m³/sec, 300 

m³/sec, and 250 m³/sec, respectively. 

4.3. Gradient: 

The flatness of the gradient led to the very slow gradient of the river reach Therefore, the 

river decreases velocity for the greater part of its energy, and sediments are deposited on its 

sides. A large part of suspended load is deposited on the bed and its valley widens, so the 

Gharraf River is considered to be in the late aging stage.  Either side slope of the river is simple, 

ranging from (1-3) m to a width for (40-70) km. 

5. Annual discharge Characteristics 

The examination of the average annual discharge is crucial in hydrological research as it 

indicates the pattern of rainy, moderate, and dry years. To ascertain the volume of water 

required for storage from rainy years to dry years, together with the methodology for managing 

river water in alignment with the needs of each research region. Furthermore, it is essential to 

understand the extent of fluctuation in water volume resulting from the quantities injected and 

drained between Wasit and Nasiriyah, as well as their influence on hydrological features. 

Characteristics of the yearly discharge of the Gharraf River are analyzed through the 

variation in the average annual discharge from 1990 to 2020 at the downstream Gharraf 

regulator and regulator No. 2, which marks the boundary between Wasit and Dhi Qar 
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governorates. Table 1 presents the average discharge and annual income. 

Table 1: Average annual discharge of the Garraf Basin area 

Location Period 
Chemist area 

( KM2 ) 

Average 

discharge 

Average 

Year 

(miller/m3) 

Ave. 

H (mm/year) 

D/S For Gharraf 

Reg. 

 

1990-2003 

1123 

195 6.05 5365 

2003-2020 146 4.54 4127 

D/S For NO 2 

 

1990-2003 
2152 

120 3.81 1556 

2003-2020 92 2.86 1245 

After Reclamation Projects in the Future (in wasit only) 

East Gharraf 2020 ~ 545 102 1.5 - 

West Gharraf 2020 ~ 542 113 2.0 - 

 

The data in Table (2) indicates that the average discharge of the Gharraf River at the 

station downstream of the Gharraf regulator for the period from 1990 to 2003 is 192 m³/sec. In 

contrast, the average discharge decreased to 120 m³/sec at the station downstream of Regulator 

No. 2 for the period from 2003 to 2020, with respective averages of 146 m³/sec and 90 m³/sec. 

The variance in discharge between the stations arises from multiple factors, including the 

management and regulation of water releases from regulator No. (1) and regulator No. (2) to 

ensure water availability for agricultural and other applications. 

- variables of seepage and evaporation in the research region. 

- An inverse relationship exists between area and average water height, resulting in 

significant losses of land unsuitable for cultivation owing to salinization. 

- Obsolete and underdeveloped irrigation systems and lack of canal maintenance. 

The height of the Gharraf River downstream is 4746 mm per year, however it decreased 

to 2800 mm per year at downstream Regulator No. 2. Due to the decline in water revenue on 

one hand and the extensive territory of the region on the other hand. Tourist irrigation losses 

were calculated at 50%, with an average increase in evaporation of 1300.  

Utilize the mean discharge coefficient from the equation to ascertain wet, medium, and 

dry years.                 𝐊 =  
𝐐

𝐐−
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Where 

K = discharge coefficient  

Q = discharge average for once year   

Q-  =discharge average for study period 

If K  > 1  the wet year  

K  < 1  the dry year  

K  = 1  the medium year 

Table (2) presents the coefficient model results for the average discharge of the Gharraf 

River.for.each.study.reach.  

A disparity was evident among the wet, medium, and dry seasons. The period from 2000 to 

2002 for the Gharraf River was marked by aridity, with a discharge rate declining to 90.5 m³/s. 

In contrast, the period from 2003 to 2007 was characterized by increased precipitation, resulting 

in an average discharge of approximately 184 m³/s. The period from 2012 to 2015 exhibited 

moderate conditions, with an average discharge of 134 m³/s. 

Table 2: Duration of time (wet, temperate, dry) of the Gharraf Basin 

 

Advantages (K): It serves as a dependable criterion for assessing storage capacity in 

riverine projects. The storage capacity is contingent upon the discharge throughout a specific 

duration, as well as the variable discharge over different years. What is the significance of the 

temporal sequence of wet and dry periods that indicate positive or negative discharge deviation.   

station period No. year Type of year 
Average 

discharge 
K 

Down Stream 

Gharraf River 

1990-1993 3 Medium 158 =1 

1994-1999 4 Wet 202 <1 

1999-2003 5 Dry 110 >1 

2003-2007 5 Wet 184 <1 

2008-2011 4 Dry 110 >1 

2012-2013 2 Medium 136 =1 

2015-2020 6 Medium 148 =1 
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The hydrographs illustrate the variation in the annual average discharges at the D/S 

Gharraf Regulator station from 1990 to 2020, with 12 years exceeding the average, 10 years 

falling below it, and 8 years approximating the general average. This indicates that 

approximately 40% of the years were wet, 33% were dry, and 27% were near the average. The 

table (3) presents the maximum and minimum discharge for the D/S Gharraf Regulator. 

Table 3: shows the highest and lowest discharge for D/S Gharraf Regulator 

 

6. Control Regulator  

The table down below explained the details built on Gharraf river in other words 

regulators.  

Table 4: Regulators built on the Gharraf River 

 

 

 

 

 

 

 

 

 

 

 

Period Ave. 

min 

max 
station 

discharge year 

discharge year 

1985-2003 192 85 2001 300 1988 D / S Of 

Gharraf Reg. 2003-2020 146 94 2009 200 2005 

Name Reg. 
Constric

tion 

Dimensi

on/For 

Once 

No . Gate 

Water 

Level 

Operation 

Kilometers 

about Kut 

Operation 

Run 
Material 

Gharraf  Reg. 1939 8*6 7- vertical 17.98 2 km 
Manual + 

Mechanical 
Concrete 

Al-Hay Reg. (No1) 1960 5.6*9 5 - curvature 16.00 58 km 
Manual + 

Mechanical 
Concrete 

No 2. Reg. 1960 5.5*9 4 - curvature 17.70 87 km 
Manual + 

Mechanical 
Concrete 

No 3. Reg. 1962 5.5*9 4 – Radial 14.00 112 km 
Manual + 

Mechanical 
Concrete 

No 4. Reg. 1962 5.5*9 4 – Radial 12.00 140 km 
Manual + 

Mechanical 
Concrete 

Al-Bddah Reg. 1939 7*5 6 - Double 10.00 170 km 
Manual + 

Mechanical 
Concrete 

Al-Shattra Reg. -- 7*2.5 3 -- Radial 10.00 170 km Manual Concrete 

Al- kisser Reg. -- 5*2 2 – Radial - 198 km Manual Bricks 

AL- Ibrahimy Reg. -- 5*2 2 – Radial - 198 km Manual Bricks 
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7. Morphology 

a. River geometry & changes cross-section: 

The variation among the majority of cross-sections is between 0.6 and 1.2 meters. The 

formation of the islands, bends, and twists of the Shatt al-Gharraf is attributable to numerous 

sources, including: The substantial sediments transported by the river, coupled with the gentle 

gradient of the Al-Gharraf River. The slope's decline results in the formation of river meanders, 

as it indicates a notable reduction in the river's gradient. The sedimentation intensity escalates 

due to the diminished velocity of the current, attributed to the decreasing slope of the water 

surface along the river's course. The river's gradient measured between its confluence with the 

Tigris River and Regulator No. (2) was (0.00004), while the gradient between the latter site and 

the heresy was (0.000058).Refer to Figure 2. This signifies the river's limited capacity to 

transport sediments obstructed by structures and impediments. 

 

 

b. Boundary conditions: 

The survey executed during the winter season of 2012-2014 by the Iraqi Ministry of 

Water Resources encompassed 86 km of the river, extending from the Al-Gharraf regulator to 

regulator No. 2, with assessments conducted at intervals of 250 meters (some cross sections 

were performed at shorter intervals, particularly at meanders), as illustrated in the figure. The 

results of this survey have been utilized in the current study to develop a one-dimensional 

constant flow model with the HEC-RAS software, incorporating supplementary data regarding 

Figure 2: Changing in geometry shape of station 4+500 of downstream Gharraf Regulator 
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the positions and dimensions of the bridges. 

The average discharge of the river at Kut-Nasiriyah, computed over the past thirteen 

years, along with supplementary discharge data from prior studies (Al-Arrar 2018), has been 

utilized in the model to establish the downstream conditions, and a revised rating curve for the 

river segment between the Gharraf regulator and regulator No. 4 downstream boundary has 

been developed for each of the reach conditions. 

c. Model calibration in ( HEC-RAS): 

The model was calibrated using observed water levels. Twenty-two cross sections were 

assessed along the Kut-Hay stretch. Figure 3.3. The sites of the surveyed cross sections. The 

Acoustic Doppler Current Profiler (ADCP) was employed to assess the underwater cross-

section, while a total station was utilized to measure distances across the floodplain and banks. 

The cross sections were sequentially numbered from the downstream end and encompassed the 

whole research region. Calibration of the Manning's roughness coefficient for the river along 

the study reach by simulating flows and water depths using the HEC-RAS model. The value 

(n=0.025) for (125-150) m³/sec yields the minimal R.M.S.E. value. This example exhibits a 

significant discharge. The diminished water levels are attributable to the complete opening of 

the Hay Regulator gate at the downstream end of the reach, as illustrated in figure (3), with the 

observed difference being 0.2 m. 

Figure 3: The water surface profiles (observe and compute) of Kut-Hay reach for three sets W. L. 
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By knowing the rate of Manning coefficient and other factors, the consumption discharge 

for both sides was estimated of the lateral inflow / outflow was included within the average 

inflow from the right sides  is 113 m3 s−1. (for more than 50 branches) and left sides is 137 m3 

s−1 (for more than 40 branches). 

d. Results and discussion: 

1- Capacity : 

this condition, it’s important to  estimate the current flood capacity of the river and to 

make modification to the cross sections to account for future expected extensive flood. This 

study was conducted to examine the discharge capacity of the reach of Gharraf River between 

Gharraf regulator and regulator No.2  for 86 km in length. 

This reach had four main lateral outflow on right side about 35 m3/sec they ; dhaeh, 

mdeleel, hussaina and  mrezeaja. Either the left three outflows, Ageel, sheeb northern and 

southern. The examination includes simulation the current capacity of the reach by using HEC-

RAS model. Two hundred twenty five cross sections surveyed in 2010 were used in the 

simulation. Discharges varied between 100 and 500 m3/s at the downstream Gharraf to 

regulator No2. 

The analysis shows the difference between observed and simulated can be  having 

Manning’s n. 0.026. See Fig (4) 

 

 

 

 

 

 

 

 

Figure 4:  the variation of Manning’s n with W.L. for six cross sections.  
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The model was calibrated utilizing default discharges of 175, 250, 350, and 500 m³/s from 

the Gharraf River.  The findings indicated that the present capacity of the Gharraf River 

comprises three tiers. The initial downstream Gharraf regulator has a capacity of 300 m³/sec 

over a distance of 5 km. The second regulator No. 1, equipped with lateral outflows (five branch 

sides), has a capacity of 250 m³/sec. The third regulator between No. 1 and No. 2, with lateral 

outflows (two branch sides), has a capacity of 175 m³/sec. The water levels maintained a height 

of 1 meter below the crest level on both sides. The Gharraf River is incapable of sustaining an 

operational discharge of 350 m³/s under any circumstances. The reach had a substantial quantity 

of sediment. Refer to Figure 5. 

 

Figure 5: Capacity between Gharraf Reg. and Al-Hay Reg. ( NO .1 ) 

2- Rating curve: 

The data inputted into the first model were utilized in the rating curve model following 

the incorporation of Hay Regulator data (inline structure) and additional cross sections to 

finalize the model.  

Ten sets were utilized in the constant flow data. Nine discharges were recorded along the 

reach for each profile at designated cross sections, as seen in Fig. (6).  

The upstream boundary condition is the discharge, whereas the downstream boundary 

condition is the rating curve at station 0+00 (C.S.1), situated downstream of the Hay Regulator. 

The rating curve for station 0+00 was derived from data  January 2016 to January 2017, as 

illustrated in Fig. 6 provided by the Ministry of Water Resources (MoWR) for the period 
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spanning . 

 

Figure 6: the relation between discharge and water level.  

Manning's n coefficient (0.026) and gate openings of (0.5, 0.65 , 0.75, 0.90, 0.95, 1, 1.2, 

2, 4,and 5.8(fully) m, were adopted to compute the rating curve for upstream reach to investigate 

the effect of Hay Regulator on upstream reach.  

The results show that the effect of Hay regulator on upstream reach where the backwater 

curve was evident for different cases. The cases may be listed as shown in table(4)That mean 

the Gharraf regulator are affected by Hay regulator operation in all above cases, therefore the 

rating curve of Gharraf regulator is not valid due to this effect. 

Table 5: rating curves in D/S for Gharraf Regulator.  

 

The alteration of the Manning's n coefficient does not influence the rating curve at the 

upstream reach (gate openings Fully and 1.1), as illustrated in Fig. (7). The influence of 

Manning's resistance coefficient n on flow depth indicates that increasing n from 0.022 to 0.026 

results in an approximate water depth rise of 30 cm, while further increasing n from 0.026 to 

0.030 leads to an additional increase of approximately 40 cm in water depth.  

Manning coefficient gate openings for Hay Reg. Discharge in Gharraf Reg.. 

 

0.026 

Less than (0.5) m All available discharges 

(0.65-0.9) m More than 175 m3/s 

(0.9 – 4) m /s3More than 210 m 

(4 – 5.8) m /s3More than 350 m 
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Figure 7: The rating of upstream reach.  

Rating curves were computed for upstream reach included the gate openings (0.5-0.9)m, 

with Manning's n of (0.026). The observed rating curve differs from the computed one and 

generally lies between the computed rating curves for the gate opening of 0.5m to 0.9m in Al 

Hay Regulator 

8. Conclusions 

- The rate of drainage at D/S Gharraf Regulator is (192 m3/s) for the period (1985-2003) 

and it was ( 146 m3/s ) for the period (2003-2020). 

- The difference between most cross-sections due the large sediments carried by the river, 

because the low slope for Al-Gharraf river.  

- Global Manning's n coefficient was calculated steady state average values of all data is 

( 0.026 ) 

- The Kut-Hay reach and Al-Gharraf regulator are affected by Al-Hay regulator due 

Rating curves. 
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Abstract 

Most bacteria can produce biofilms on avariety of surfaces in nature and it represents an important virulence 

factors such as the biofilm based infections by Pseudomonas aeruginosa can be life -threatening for people 

pationsand they can also lead to a long  term infection. About 22 of Serratia  marcescens  clinical isolates were 

collected and characterized by morphological and biochemical tests even thogh PCR method . 

All the 22 isolates were screened for gelatinase production by culturing them on gelatine agar medium and the 

results showed that the S. m. no. 16 was the highest gelatinase producer  which gave a lysis area of (28)mm in 

diameter as a primary and qualitative detection of this enzyme, also, crude extraction and quantitative detection 

were carried out by preparing of cell-free culture (CFS ) and detection of protein concentration of this crude 

extract to be equal to 12.144 by Bradford method. Purification of gelatinase was done by three steps: 

precipitation (80%) saturation of ammonium sulfate, followed by dialysis, ion exchange chromatography 

utilizing DEAE -Cellulose and gel filtration chromatography throughout Sephaeryl S-200 column. The results 

showed that S. marcescens 16 (S 16) gelatinase was obtained with specific activity of 3.75U\mg of protein with 

a fold of purification of about 49.23. Also, purified S16 gelatinase was characterized and the results showed  

that its molecular weight was 68 kDa by electrophoresis method (SDS-PAGE). 

S16 gelatinase and gentamicin's minimum inhibitory concentrations (MIC) were calculated using broth 

microdilution. Purifie gelatinase was tested for antibacterial activity at 8-16-32-64 µg/ml in vitro using the agar 

well diffusion method against five isolates of P. aeruginosa that were multidrug resistant. Antibiofilm activity 

of purified  gelatinase at sub-MIC was more effective than the antibiofilm activity of gentamicin (P < 0.01), 

and the gelatinase was high active than the gentamicin in a  preventing the production of biofilm. Gentamicin 

and purified gelatinase both possess significant antibacterial activity against P. aeruginosa isolates as compared 

with control. 

An aim of research is on the possible using gelatinase purified from S. marcescens as an alternative therapeutic 

antibacterial agent against multidrug resistant(MDR) P. aeruginosa isolates.  

Key Words: Serratia Marcescens, Pseudomonas Aeruginosa, Purified Gelatinase, and Antibiofilm Activity.  
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Introduction 

Serratia marcescens is an opportunistic, gram-negative, nosocomial pathogen that 

belongs to Enterobacteriaceae. Several environmental and numerous clinical strains of S. 

marcescens produce prodigiosin a red pigment. It was discovered by Bizio, an Italian 

pharmacist, in 1819, when The recognized it as a reason of the bloody dis-coloration of 

cornmeal mush (Khanna et al.,2019 )]. S. marcescens was first thought to be undamaging (non-

pathogenic). by reason of its capability to produce red pigmentation, it was first used in 1906 

as a marker to trace bacterial activity or transmission. It was not until later in the 1950s that the 

US government researches with the S. marcescens and its damaging effects  (Luthra et al., 2014 

). S. marcescens causes urinary and respiratory infections, endocarditis, osteomyelitis, 

septicemia, wound infections, eye infections, and meningitis  (Buckle, 2015) . S. marcescens 

presents in two cell forms, which are short rods, and displays two kinds of motility by few 

flagella according on the type of growth surface encountered. In a broth medium, and illustrate 

classical swimming actions. During growth on a solid  surface, they differentiate into elongated, 

multinucleate, copiously flagellated forms that swarm over the agar surface  (O,Rear et 

al.,1992).  

Serratia spp. Such as S. marcescens, S. liquefaciens, S.  fonticola, S. rubidaea, S. 

plymuthica, S. marnorubra, S. odorifera, and S. proteamaculans, produce a variety of 

extracellular enzymes which increase its virulence including proteases, lipase, alpha-amylase, 

gelatinase, caseinase, chitinases, nuclease, etc. The secretion and activity of extracellular 

enzymes are a fundamental component of microbes' metabolic processes. These enzymes can 

perform several functions as breaking down the organic substrates into simpler molecules, 

having a role in industrial and pharmaceutical applications. They are used in detergent 

production, for instance, the use o protease, amylase, and lipase in removing stains at much 

lower temperatures. The usage of enzymes in detergent formulations also reduces the use and 

handling of solvents and toxi compounds. 

Enzymes increase the virulence of bacteria, for example, Bacterial lipases play an 

essential role in the pathogenicity of gram(-ve) and gram(+ve) bacteria. They have been 

considered virulence factors due to their hydrolysis activity against host cell membrane 

phospholipids resulting in membrane rupture and release of intracellular nutrients. Furthermore, 

they can inhibit bacterial phagocytosis by alveolar macrophages that modulate the host immune 

response to bacterial infection and contribute to bacterial resistance I development  (Ibrahim et 

al., 2021). The characteribation of infectantcrobial enzymes is important for understanding their 



Full Text Book of Rimar Congress of Pure, Applied and Technological Sciences 3 

 
 

 

121  

 

role in the pathogenesis of infectious diseases and improving their application in biotechnology  

(Sharma 2005). Morcover, M.Os exist an excellent source of enzymes rather than plants or 

animals due to their advantages as (Ahmed et al., 2019). 

It be able to grow in a shorter period. Natural abundance poor. Required limited zone for 

cell cultivation. Generate a specialized enzyme. The potential for genetic manipulation to 

produce  new enzymes appropriate for numerous applications. This study focus on the ability 

of Serratia marcescens to produce many  extracellular enzymes that can be important for many 

applications  (Ohgiya  et al., 1999), such as: Alpha-amylase: catalyzes hydrolysis (splitting a 

compound by adding a water molecule)  a - 1, 4 glycosidic bindings of starch into smaller 

carbohydrate molecules  such as   glucose  (Elyasi Far et al.,2020 ). Therefore, Amylase is a 

second type of enzyme used in a structure of enzymatic detergent. Also used in the food industry  

Lipase: which catalyzes a hydrolysis of  fats and oils  to free fatty acids, glycerol, 

diglycerides, and monoglycerides. Lipase enzymes are used in diverse applications including 

the food industry (lipase utilizes to separate milk fat with gives desirable flavors to the cheese. 

Strong flavor cheeses)  (Houde et al ., 2004 ), detergent industry, fats and oil industry, pulp, and 

paper industry, leather industry, textile industry, in organic synthesis, production of biodiesel 

cosmetics production  (Garcia et al., 2017 ). It's also involved in fat-digesting supplements 

(Putri et al., 2021). 

DNase: Deoxyribonuclease (DNase) enzymes are capable of degrading DNA by 

catalyzing the hydrolytic split of phosphor diester links in the DNA backbone (Varela –Rameriz 

et al., 2017 ). The extracellular DNase of Serratia could effectively disperse the biofilms of 

clinical pathogenic bacteria (Staphylococcus aureus,  Klebsiella pneumonia, Escherichia coli, 

Enterococcus feacalis, Proteus Vulgaris, and Pseudomonas aeruginosa,) leads to a decrease in 

strength of biofilm matrix and as a result, make them high sensitive to the antibiotic treatment. 

Also, DNase is used in distinguishing S. marcescens from closely related members of the 

Enterobacteriaceae (Klebsiella-Enterobacter) since Klebsiella and Enterobacter do not produce 

DNase (Kranthi et al ., 2014). 

Caseinase: which catalyzes the analyses of casein (milk protein) into small peptides and 

individual amino acids, Caseinase is used in the milk and dairy industry (Aehle ,2007) . 

Gelatinase is specific protease that hydrolyze gelatin (which is a fibrous protein gets by 

thermal denaturation or partial hydrolysis of collagenous materials such as bovine skins and 
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also  demineralized bones) (Mad-Ali et al., 2017 ) to amino acids. This enzyme has been found 

in chemical, medical, and food processing (Ekpenyong et al., 2017 ).  

Pseudomonas aeruginosa created siderophore, a rust agent, and iron vision systems are 

widely thought to be critical for bacterial development (Claudel et al., 2020). Due to iron-

binding proteins such as transferrin in blood and lactoferrin in mucosal secretions, which are 

components of innate immunity and offer protection against pathogens, iron is not readily 

available in the host system under natural settings. P. aeruginosa uses siderophore units like 

pyoverdine and pyochelin to get beyond host defenses. These siderophores have unique 

structural and functional characteristics, and they can also chelate ferric ions (Mahdi et al., 

2022). 

Most bacteria can produce biofilms on a variety of surfaces in nature (Sharma et al., 

2020). A biofilm is a complex aggregate of bacteria wrapped in a selfgenerated matrix of (EPS) 

extracellular polymeric substances (Da Silva et al., 2019), and it is one of the major strategies 

for species survival when environmental conditions change unexpectedly, such as temperature 

ature and nutrition availability or a existence of antimicrobial agents (Moser et al., 2021). 

Biofilm-based infections by P. aeruginosa can be life-threatening for people with cystic fibrosis, 

and they can also lead to a long-term infection (Kamali et al., 2020).  

The main components of the P. aeruginosa biofilm matrix include proteins, 

polysaccharides, extracellular DNA (eDNA), and lipids. A 3 exo polysaccharides Psl , Pel, and 

alginate are crucial for surface adhesion, biofilm formation, and the stability of the biofilm 

morphology ( Oluyombo et al., 2019 ). ( Rewatkar and Wadher et al., 2013 ) noted that some 

environmental factors, such as nutrient and oxygen availability, appear to cause bacteria to 

develop biofilms (Mahdi et al., 2019). Gram positive and gram negative bacteria, including E. 

faecilis, Bacillus spp., S. aureus, and yeasts like candida spp., as well as K. pneumonia, 

P. mirabilis, and Salmonella enteritidis, can all produce biofilms. 

There are five major phases of a biofilm: Through their flagella and pili, planktonic 

bacteria attach to the surface of the biomaterial in the initial phase. 

In the second phase, cells form microcolonies and secrete polymeric extracellular 

materials. As a result of the surface's and the matrix's cells' close interaction, the binding is 

irreversible. At this phase, exopolysaccharides, eDNA, rhamnolipids, type-IV pili, 

siderophores, and flagella all participate to the formation and attachment of a biofilm matrix 

(Muhammad et al., 2020). Third phase involves coordinating social activities within the group 
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by organizing gene control in a variety of bacterial populations via quorum sensing (Maura et 

al., 2016). The biofilm creates a three-dimensional architecture in fourth phase, shieldingit from 

the host's defenses and drugs. Fifth phase sees the biofilm attain a critical mass and spread out 

to establish itself in different places (Moormeier , Bayles et al., 2017). 

The production of biofilms, which serve as a fundamental component of pathogen 

physiology, an adhesive foundation, a defense barrier that prevents the detachment of embedded 

cells, and a source of diverse diseases, is the main factor in nosocomial infections (Zhang et al., 

2020). Nosocomial pathogens frequently develop novel drug resistance, which is a general issue 

with nosocomial infections. Patients with nosocomial infections, particularly those in the 

intensive care unit (ICU), frequently isolate multidrug-resistant (MDR) strains of P. aeruginosa. 

It can be challenging to treat P. aeruginosa infections because the bacteria can develop drug 

resistance. This resistance develops because bacteria have the capacity to create biofilms, which 

are made up of bacterial colonies encased in an. 

Materials and Methods 

Isolation and Identification  of Bacterial isolates  

A total of 22 S. marscence were collected from urine clinical samples, also, only 5 isolates 

of highly antibiotic resistant P. aeruginosa were collected from different clinical sources. Both 

of them were identified as in Bergey,s manual of systematic bacteriology ,second edition to 

guide the biochemical and morphological test s used during this study (Forbes et al., 2007).Even 

though PCR method. 

The Qualtitive Detection of Gelatinase production 

S. marcescens isolates were cultured in LB broth  underneath aerobic conditions at 37°C 

for 48hours, then centrfuged at 3000 rpm at 4°C and 100ml of colony free supernatant (cfs 

)were transferred to twells on gelatine agar media and incubated at 37°C for 48 hours  then the 

diameter of lysis area were measured in millimeter's and represent a single for gelatinase 

production by tested isolates  

Quantitive Detention of Gelatinase production  

A quantitive experiment was carried out  using the technique outlined by  (Mad-Ali et al., 

2017 ) to asses the enzyme activity and protein concentration  of all strain. 
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production of S16 Gelatinase  

The optimized fermentation mediumwas composed of (g/1L) gelatin 30g, tryptone 10g, 

sodium chloride 10g and agar 15g (Mad-Ali et al., 2017). The 50mL of this medium in Erlen- 

Meyer flasks 250ml were inoculated with 5mL Inoculums ( 6.2 x10 CFU/mL ). These flasks 

were incubated at 30°C for 60 hr. on the orbital shaker. After that at 10000 g for 12min. a 

microbial suspension was centrifuged ,and a clear supernatant was assayed for gelatinase 

activity. 

Purification and determination of the molecular weight of S16 Gelatinase  

At 80% saturation of ammonium sulphate (NH4)2SO4, the culture supernatant was 

subjected, and after over night preservation at 4°C, a precipitated enzyme solution was 

separated by centri fugation (10000 g, 15min.), next was dis- solved in phosphate buffer ( 0.25 

mol/L, pH 7.5). After that a gelatinase enzyme was desalinated at (0.5mL/min.) with phosphate 

buffer ( 0.25 mol/L, pH 7.5) by a Sephadex G- 25 column (0.9 x 30cm). The enzyme was 

concentrated by ultrafiltration membrane (Millipore, USA) using centri- fuge ( 6000 g, 25 

mint.). lastly, a partially purified enzyme was passed through a di-ethyl-amino-ethyl (DEAE) 

cellulose column (3 x 20cm) and active enzyme was eluted by Tris - HCI  pH 8.5 with a gradient 

of NaCl (0.1- 0.6 mol/L) at the flow rate of 2mL/min.. The fractions with enzyme activity were 

collected, concentrated by lyophili- zation and used for further experiments. 

Gelatinase from the DEAE cellulose column was loaded on to sodium dodecyl sulfate 

polyacrylamide - gel 12% electrophoresis (SDS-PAGE) following the method of Laemmli 

(1970 ). A molecular weight ( M.W.) of gelatinase was determined by comparing its mobility 

with the medium moved by range marker proteins (14.3-97.2 kDa). Protein concentration was 

measured by the Lowry method. 

According to (Lewus and Montville et al., 1991), the antibacterial activity of purified 

Gelatinase generated by S16 marescens against five isolates of P. aeruginosa at the 

concentration (8, 16, 32, 64) µg/mL was detected using the agar well diffusion technique 

(Mahdi et al., 2017). 

Determination of MIC and sub-MIC for gentamicin and purified  Gelatinase 

Different quantities of gentamicin and purified Gelatinase (1-1024 µg/ml) were dissolved 

in MHB (Muller - Hinton broth) in a  96  well polystyrene microtiter plate using the 

microdilution technique described by( Hasson et al., 2021) by using Resazurin stain. With the 
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exception of the positive control wells. Each well, received bacterial suspension (10 µl) 

compare to 0.5 McFarland standard, Resazurin 0.015% was added to all wells ( 30 µL per well) 

and incubated for an additional 2-4 hr. to observe any color change after 24hr. at 37°C. After 

the incubation period was through, were columns with no color change (the blue resazurin color 

stayed the same) given a score over the MIC value. 

Antibiofilm effect of purified  Gelatinase  on P. aeruginosa biofilm formation in vitro 

The biofilm development assay followed the same procedure as  follow:- The 180 µl of 

B.H.I. broth containing 2 percent sucrose, 20 µl of bacterial suspension were employed as an 

overnight culture used to inoculate a 96-well flat-bottomed microtiter plate with  Each isolation 

was performed in triplicate, with the control wells containing 200 µl of Brain heart infusion 

broth with 2percent sucrose used to inoculate. The plates were allowed to air dry for 15 minutes 

before the adherent bacteria were fixed for 15 minutes in each well with 200 µl of 99 percent 

ethanol. After being decanted, the plates were given time to completely dry. - The wells were 

treated with 1% crystal violate for 15 minutes. The adherent cells' dye was dissolved in 200 µl 

of ethanol.-ELI-SA readers were used to measuring the absorbance of each well at 630 nm.  

However, BHIB has sub-MIC levels of gentamicin and  Gelatinase separately. For 24 

hours, the plates were incubated at 37°C. Following that, each well was cleaned, stained, and 

read at 630 nm. Additionally, positive controls were carried out by adding 200 µl of fresh 

bacterial culture (compatible to the 0.5 McFarland standard) devoid of gentamicin and 

Gelatinase. According to (Hasson et al., 2021), every assay has been performed. 

Results  and  Discussion  

Microorganisms  

The 22 isolates were characterized morphologically and biochemically  and  the results 

showed that all the 22  tested isolates were related to Serratia marscens as in table .1 (Forbes et 

al., 2007). The identification was verified by using molecular detection especially for S. 

marscence isolates as in figure .1.  

The results of the qualtitive detection of gelatinase production was demonstrated as in 

figure .2 that revealed the S16 marscens showed the maximum gelatinase  productivity of (28 

mm in diameter of lysis area on gelatinase agar medium ) as in table .2 and figure .2. 
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Table 1: Biochemical tests of  S. marscens isolates  

Biochemical Test Results 

Oxidase - 

Catalase + 

Gram stain - 

Indol - 

Voges Proskaur + 

Motility + 

Urease + 

Citrate + 

Pigmented + 

 

  

 

 

 

 

 

 

Figure 1:  Agarose gel – electro-phoresis of PCR products for S16 isolate ( line 1 of 250 bp  in 

size) 1.5 %  gel agarose was used to detect the gene at 100 voltage for 45 min .DNA was run 

alongside the sample to detect the sample size. 

Table 2: Screening for Gelatinase production among S. marscens  isolates 

Isolate Number Diameter in mm of lysis area 

1 18 

2 20 

3 23 

4 22 

 

 

  

 

 

 

 
100 

bp  

250 bp 

400 bp 

500 bp 
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5 18 

6 18 

7 21 

8 23 

9 19 

10 19 

11 21 

12 21 

13 20 

14 18 

15 18 

16 28 

17 21 

18 24 

19 23 

20 23 

21 22 

22 19 

 

 

 

 

 

 

Figure 2: Qualtitive Detection of Gelatinase production by S. marscens  isolates . 

A: Before the addition of an indicator.      B:  After the addition of an indicator . 

Purification of S16 m Gelatinase  

Purification of an enzyme was executed during the following steps: ammonium sulphate 

(NH4)2SO4 precipitation, a Sephaeryl S-200 column, and DEAE cellulose column 

chromatography. Each purification steps are summarized in Table 3., which show 40.43-fold 

purification with a recovery of 2.12 % and specific activity of 3.23  U/mg protein. 
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Figure 3. The SDS-PAGE experiments illustrated that a gelatinase enzyme reaches 

electrophoresis type of purity with a molecular mass of approximately 68.0 kDa calculated by 

using Syngene G: BOX (USA).  

Table 3: Purification of S16 Gelatinase  

Fraction Volume 

Total 

activity (U\ 

ml ) 

Total 

protein 

(mg\ml) 

Specific 

activity 

(U\mg ) 

Purification 

fold 

Yield 

(%) 

Crude 

extract 
100 6500 4.32 1.50 1.00 100 

  5.40 2.33 3.74 2.47 68.60 

DEAE –

Cellulose 
8 4.26 1.19 3.41 2.33 45.23 

Sephaeryl 

S-200 
6 3.20 0.86 3.23 2.12 40.43 

 

 

 

 

 

 

 

 

Figure 3: Detection of S16 Gelatinase (S1) molecular weight by SDS-PAGE method . 

Antibacterial activity of purified S16 Gelatinase against P. aeruginosa in vitro  

This part was done by well diffusion method and the results showed that  the S16 

Gelatinase has considerable antibacterial activity aganst 5 MDRwith strong biofilm P. 

aeruginosa isolates .compared to control ( P 0.01) , and that this activity was stronger at a 

concentration of 64  g \ml against all isolates than it was at a concentration of 8 m  \ml ( table 

.4 ) . 
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As showen the greatest antibactrial activity of this enzyme  against P. aeruginosa NO.3was 

achieved 28.12 mm at a concentration of 64 m \ml . Other study showed that the Glutaminase 

recorded maximum antibacterial activity against P. areuginosa isolate (18.4 mm) at a 

concentration of (64  g\ml ) (Hasson et al ., 2021 ). 

Table 4: Antibacterial activity of purified  Gelatinase on P. aeruginosa Isolates. 

S16 Gelatinase concentration µg\ml 

Bacterial 

Isolates 

64 µg \ml 32 µg\ml 16 µg\ml 8 µg\ml D.W. P-value 

1 *15.5±0.4c* 13.12±0.6* 11.16±0.6* 9.44±0.6* 0±0 0.01SIG 

2 *17.5±0.6c* 15.16±1.08* 13.15±0.4* 11.33±0.8* 0±0 0.01SIG 

3 *28.12±0.6c* 20.5±0.6* 16.00±0.2* 11.4±0.8* 0±0 0.01SIG 

4 *18.33±1.4c* 16.16±0.6* 12.4±0.8* 7.6±0.8* 0±0 0.01SIG 

5 *24.5±1.9c* 18.33±0.7* 16.14±1.02* 10.16±6* 0±0 0.01 SIG 

 

C: Propability compared to other concentration  p 0.01.*: Propability  compared to 

control  p 0.01 . 

The antibiofilm activity of S16 Gelatinase and Gentamicin sub-MIC  by ELISA technique 

The antibiofilm activity of S16 Gelatinase and gentamicin sub-MIC in microtiter plate.  

S16 Gelatinase and Gentamicin were tested at sub-MIC concentrations  for their inhibitory 

effects on P. aeruginosa biofilm production. The results of treating the bacterial isolates with 

sub-MIC levels of Gentamicin and S16 Gelatinase reveal the bacterial isolates were sensitive 

to these antibiotics, and the production of biofilms is also reduced. In comparison to gentamicin 

((0.544  ±0.06, 0.67  ± 0.06,  0.780 ± 0.09, 0.687 ± 0.01 and 0.502 ± 0.05) and purified  S16 

gelatinase  (0.731 ± 0.08, 0.454± 0.05, 0.967 ± 0.03, 0.435 ± 0.08 and 0.645 ± 0.05 

respectively)the OD of the biofilm of five P. aeruginosa isolates before treatment is significantly 

higher (P<0.01) than the control(before treatment), but purified S16 Gelatinase inhibits the 

biofilm more effectively Table(5). 
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Table 5: Antibiofilm activity of S16 Gelatinase  and Gentamicin sub –MIC  

 

LSD: Least Significance Difference ,ANOVA  Test was usedto compare between data ,P: 

Probability : Significance at 0.01. 

S16 Gelatinase activity as an antibiofilm agent was higher than the activity of the 

gentamicin in vitro, MIC values of S16 Gelatinase and gentamicin used to treat biofilms of 

former isolates. There was a significant difference in optical density before and after  S16 

Gelatinase treatment (P <0.01). The significant antibiofilm activity of purified  S16 Gelatinase 

was observed against the tested isolates of P. aeruginosa (Hasson et al., 2021) 

Mahdi et al., 2021 reported using sub-MIC concentrations of gentamicin and amikacin to 

reduce the growth of biofilms on plastic sheets. Sub-inhibitory aminoglycoside concentrations 

cause P. aeruginosa Secretary System VI to form biofilms (Jones et al., 2017). 

Despite certain studies showing that, depending on the antibiotic class and the bacterial 

strain, antibiotics could significantly increase biofilm development, in general, biofilm 

generation was suppressed by antibiotics (Zhang et al., 2020). This variation may be regarded 

as normal due to the types of studied isolates and their origins, as well as the genetic makeup 

of the isolates and the laboratory condition that preceded the detection of the sub-MIC. 

Conclusions 

S. marcescens is an opportunistic pathogen of concern, harbouring a variety of virulence 

factores and enzymes . 

S16 Gelatinase was purified with single protein band of 68 kDa that has antibacterial 

activity against MDR P. aeruginosa (5 ) selected isolates . 

Purified S16 Gelatinase was more effective as an antibiofilm agent comparing with 

Gentamicin in vitro . 

 

Bacteria  OD 

 

Before 

Treatment 

After Treatment 

S16 

Gelatinase 

Gentamicin 

Mean  SD 
 

P-value 

Ps 6 1.233 ± 0.066 0.731 ±  0.08         0.544 ± 0.06 ˂ 0.01** 

Ps 16 0.987 ± 0.043 0.454 ± 0.05 0.67   ± 0.06 ˂ 0.01** 

Ps 20 1.861 ± 0.08 0.967 ± 0.03 0.780 ± 0.09 ˂ 0.01** 

Ps 28 1.112 ± 0.13 0.435 ± 0.08 0.687 ± 0.01 ˂ 0.01** 

Ps 32 1.762 ± 0.09 0.645 ± 0.05 0.502 ± 0.05 ˂ 0.01** 
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